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The Chronicle: Issue 7

Meeting the Challenges and Obstacles 
of Regulation

To be a regulator is to forever live on the leading edge of the most important issues 
facing a sector. 

As energy regulators, we are responsible for facilitating safe, reliable, and afford-
able energy service in the here and now, balancing the interests of consumers and 
utilities and confronting challenges as they arise. Amid this day-to-day, we are also 
responsible for looking far down the road to understand better where energy is go-
ing and how we can fulfill our responsibility to ensure quality service in the years 
and decades ahead.

This task is never easy and is fraught with uncertainties and obstacles. Yet, it is our duty to respond to the 
world of today and help envision the world of tomorrow. In this latest edition of the Chronicle, we hear from a 
number of colleagues who understand this challenge.

In Japan, we hear from our regulatory colleagues about how the electricity and gas markets have transformed 
in the last decade, including advancements in retail markets. We as well hear from our fellow regulators about 
the latest in cybersecurity and supply quality.

This edition of the Chronicle also offers some thought-provoking work on how the systems we regulate are 
evolving right before our eyes. In Great Britain, we learn how local and community energy resources are cutting 
across traditional energy silos and offering new opportunities for customers to engage. We also offer a discus-
sion on how current technologies can help to bring power to the billions of people around the world with unre-
liable service or no service at all.

As always, we are proud to include perspectives of some of the leading women in our field. Within our Women 
in Energy Initiative, we continue to seek opportunities for empowerment and education, thereby creating more 
equal representation in our regulatory ranks. 

I want to thank our authors for their submissions, as I continue to be greatly impressed by the scholarship 
within our international regulatory community. I also want to express my continued appreciation to the edito-
rial board in helping to prepare this edition. 

As always, we welcome your feedback on the Chronicle. Should you have an original article that you think 
would be of interest for a future edition of the Chronicle, please submit it to chronicle@icerregulators.net.  
Thank you, and best of luck to you as we work to stay on the leading edge in our work. 

John W. Betkoski III 
ICER Chairman

mailto:chronicle%40icerregulators.net?subject=
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Background
In 2013, ICER Virtual Working Group (VWG) 4: Regulato-
ry Best Practices launched the Chronicle as a means to 
further promote its goals of enhanced exchange of reg-
ulatory research and expertise. Under the 2016 restruc-
turing of ICER into three new virtual working groups, 
the ICER Chronicle continues as a foundational project 
under ICER leadership.

The ICER Chronicle is published twice a year and se-
lected articles enhance regulatory knowledge around 
the world. The articles provide a variety of perspectives 
on different technical topics. It is important to include 
articles from and of relevance to developing and transi-
tioning economies.

The ICER Chronicle is open to submissions from reg-
ulators, academia, industry, consultants and others 
(such as consumer groups). This ensures a variety of per-
spectives and increases the exchange of information 
and messages among the various groups. Submissions 
will be collected on a rolling basis, in addition to formal 
Calls for Articles. You are invited to send your article to 
chronicle@icer-regulators.net.

For past editions of the ICER Chronicle or to start a 
subscription, please email chronicle@icerregulators.
net.

mailto:coordinator%40icer-regulators.net?subject=
mailto:coordinator%40icer-regulators.net?subject=
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Diana Day
California’s energy industry is undergoing more 
change right now than at any time in its history. Cali-
fornia set ambitious goals for utilities to secure 33 
percent of its power from renewable energy by 2020, 
a goal that San Diego Gas & Electric (SDG&E) recent-
ly achieved, five years ahead of schedule. While mak-
ing the grid more sustainable, utilities also continue 
to strengthen the core foundation of safety when 
providing energy to the community. With so much 
change underway, SDG&E has focused increasing at-
tention on managing the risk of leading this change 
and thriving in California’s dynamic energy and reg-
ulatory environment.

Leading SDG&E’s Risk Management 
Efforts
That’s where Diana Day comes in. Day is SDG&E’s 
Vice President of Enterprise Risk Management and 
Compliance. She leads the utility team that identi-
fies, evaluates, and creates strategies to mitigate risk 
with the goal of improving safety and operations at 
all levels. For example, SDG&E integrates risk into 
key decision-making processes, infrastructure in-
vestments, and daily operations. This focus on risk is 
a central pillar of the prudent management of the 
utility. It strengthens SDG&E’s safety culture, main-
tains the reliability of its service, promotes customer 
service, and fosters sustainability. Risk management 
also helps SDG&E to understand and navigate Cali-
fornia’s regulatory environment and develop services 
and projects that support the state’s clean energy 
goals and benefit customers well into the future. 

“It’s all about running a better business,” said Day. 
“SDG&E is focused on identifying risk, learning how 
to measure it consistently, and mitigating it. When 
we take very accurate data on risk and combine it 

with the very talented and experienced employees 
that we have at SDG&E, we see great results. This 
makes sure that our people and resources are focused 
on the right strategic areas, that they are constantly 
improving operational effectiveness and reliability, 
and above all, that they are promoting safety in all 
that we do at SDG&E.”

Day’s journey to SDG&E began in Seattle, Wash-
ington, where she was born. She graduated from 
Washington State University and received a law de-
gree from the University of Virginia. She then worked 
at the law firm Latham and Watkins, focusing on cor-
porate and transactional law. Day joined Sempra En-
ergy, SDG&E’s parent company, in 1997. After several 
years working in the law department, she moved to 
SDG&E and was tasked with forming an entirely new 
division focused on risk management. Day says the 
experience has been rewarding intellectually, and 
she enjoys bringing a talented group of employees 
together to manage the pressing issues of the day.

One of the most rewarding projects that she has 
worked on is managing the risk of wildfires fueled by 
stronger and more frequent winds and by more dry 
fuel conditions due to California’s ongoing drought. 
Given the continuing and growing threat of wildfires 
in California, SDG&E developed the largest and most 
advanced utility weather sensor network in the na-
tion to mitigate this risk. This network of more than 
170 state-of-the-art weather stations measures every-
thing from temperature and humidity to wind speed 
and solar radiation, all of which provides a greater 
awareness of the electric grid and helps prevent wild-
fires and other emergencies. SDG&E also replaced 
4,000 wood poles with steel poles in high risk fire ar-
eas. SDG&E has brought in a massive Erickson Sky-
crane helicopter equipped with a 2,500 gallon tank of 
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Continuing to Shape the Future
As California’s energy industry continues its rapid 
transformation, assessing risk will be more import-
ant than ever. Day is looking forward to new ventures 
that will help SDG&E continuously improve in this 
area. On the horizon is a new Enterprise Risk Man-
agement Center that will feature information from 
every area of the company in an easily understood 
and accessible visual format. This will then be aug-
mented with live feeds, news reports, and real-time 
data inputs from the field to give leadership greater 
situational awareness of many risk factors at once. 

California is known for pioneering new frontiers 
in technology and other fields, and SDG&E is con-
tinuing this tradition by trailblazing in the energy 
industry. By leveraging new technology and focusing 
on improving its operations every day through risk 
management, SDG&E will continue to shape Califor-
nia’s energy future to benefit customers, community, 
the economy, and the environment.

water for six years in a row to help manage the com-
munity risk of controlling a small fire before it has a 
chance to grow and become an uncontrollable larger 
fire. By understanding fire risk and identifying and 
taking appropriate mitigation measures, SDG&E has 
helped to better prepare San Diego for the threat of 
wildfires. 

Fostering Careers for Women in Energy
Day has helped secure many achievements for the 
company, but she also has navigated challenges that 
are familiar to many young parents. The mother of 
eight children, Day worked an 80-percent schedule 
for a several years at Sempra Energy and also mini-
mized her work travel so she could focus on raising 
her young children.

“As a mother, it was certainly challenging to bal-
ance work and family life,” Day said. “You have to 
make sure you give enough time to your family, even 
as you are working hard on the job. It’s manageable 
but you need to focus on it. I am fortunate to work at 
a company that provides flexibility for young moth-
ers, and that is essential to balancing your family 
needs. Giving young parents the flexibility to start 
families creates happier and more fulfilled workers 
and allows more women to proceed onto senior roles 
in the workplace.”

Day’s advice to other women beginning their ca-
reers is to seek out new opportunities in the work 
place. Women can explore new areas through multi-
disciplinary and cross-functional work that not only 
builds their skills but is also rewarding from a per-
sonal perspective. In addition, Day recommends 
branching out from the job and engaging more 
broadly in community work, external speaking en-
gagements, and nonprofit volunteer groups. 

“My advice to other young mothers is to make sure 
you have something outside of the job and home that 
is meaningful to you personally beyond core respon-
sibilities,” said Day. “It can be anything, from physical 
fitness training, to volunteer work, to religious ser-
vices. I also recommend forming professional net-
works with other women. I am involved with a great 
group of women who meet regularly and support 
each other, which means a great deal to me.”
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Doina Vornicu
My name is Doina Vornicu, 
I am the Chief Operations 
Officer of CEZ Group in 
Romania, one of the well-
known leaders of the en-
ergy sector.

I am currently involved 
in the transformation of 
CEZ Group in Romania 
into a smart company, 
with improved processes, 
like remote control grids, 

better services and new technologies.
When I look back at the starting point of my career, 

I would say that the first real contact with the energy 
field happened after my graduation in 1985, when I 
started working at IRE Botosani, a subsidiary of the 
Industrial Plant of Energy Grids of the Energy 
Ministry.

Then came the year of 1991, when I became the first 
Romanian Technical Director of the National Energy 
System, this being my first big step on the career 
ladder.

Other top management positions followed in SC 
Electrica SA (the Romanian national energy compa-
ny), the General Directorate of FRE Botosani in 2000, 
and the Manager position of International Projects at 
Transelectrica in 2005, where I got the opportunity to 
launch the project of the 400 kV Romanian–Turkish 
submarine cable.

My path in the energy field offered me the oppor-
tunity to encounter all sorts of great personalities, 
starting with the people that built the national ener-
gy system from which I had the chance to learn strat-
egy, tactics, politics, and more important, how to im-
prove my work.

Another important lesson I got from those times is 
that there’s more to being a good manager than 
perseverance and hard work, it’s about giving your 
colleagues a goal and convincing them to follow that 
goal— which will bring the whole team a well-earned 
success.

In 2006, a new and exciting opportunity was re-
vealed to me in the energy private sector, this being 
the moment I joined CEZ Group in Romania, a com-
pany that puts a great value on its employees, help-
ing and preparing them at a superlative level and giv-
ing them the chance to strive. I am the best proof of 
that, being the first Romanian manager granted the 
second position of importance in the group’s busi-
ness in Romania, that of Chief Operations Officer. 

I am often asked who do I give credit for my suc-
cess? And my answer is simple: to my family and col-
leagues, the persons I have encountered in this field, 
which somehow managed to shape me into the per-
son that I am now. It’s all about people and their 
dreams. Energy comes from people, as we at the CEZ 
Group in Romania, like to say.

I never had trouble in balancing work and family 
time because my family is very supportive of my 
work, they are always there, beside me, encouraging 
and helping me all the way. I would not have gotten 
so far in my career if it weren’t for them; they gave me 
confidence and support throughout the most im-
portant moments. My husband for instance, is also 
an engineer in the field, so he gets the utility and im-
portance of my job.

The main perk of my job and of those in the energy 
field, is the chance we get to provide an essential item 
in everybody’s life by lighting up the bulb in their 
homes.

My professional life has always been a challenging 
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Also, someone else’s experience can give you the 
confidence you need to achieve all your goals. Men-
toring can be an inspirational source and stories of 
success can help its readers draw their own carrier 
path.

I think that the attitude towards women being at 
the helm on important businesses is starting to 
change and that prejudices tend to appear when the 
person in question doesn’t think she/he is the perfect 
match for a certain job, therefore, confidence is the 
key in making someone invest in your career, closely 
followed by perseverance and hard work. A great 
leader is most likely to observe the talent of a confi-
dent women and to help her advance further the ca-
reer ladder.

In closing, I would like to share the words that 
guided me to make the decisions that had the poten-
tial to change my life, words written by Nicolae Iorga: 
“Nu spune niciodată ‘nu se poate’, ci începe cu ‘să 
vedem”/ Never say: “It’s not possible.” Say instead, 
“We shall try and see,” which also became my favorite 
motto.

 

one and I confess I wouldn’t have it any other way. 
Therefore, I cannot name the biggest challenge of my 
career, I prefer to say that all challenges are import-
ant when they come.

I am very proud of every single project I was in-
volved in and if I were to mention only one, that 
would be the wind park that Group CEZ in Romania 
built at Fantanele and Cogealac.

In this project, displayed in the Dobrogea area, I 
was the Risk Manager at the largest on-shore wind 
park in Europe, with a capacity of 600 MW installed 
power that gathered 240 wind turbines that produce 
a large portion of the green energy requested by the 
EU from Romania.

I recall many hours of hard work, taking great risks 
and many challenges. It was the first project in 
Europe of this magnitude, it required a special care 
towards the environment and we had limited time to 
obtain all approvals and notices needed. The project 
also benefited from the engagement of many inter-
national teams.

In the energy field, a woman needs perseverance 
and a strong team. I remember working 10 times 
more than my fellow colleagues to achieve the same 
results as them or even better ones. Also, the team 
you work with is very important because success is 
usually gained by the effort of a team.

In the 90s for instance, the energy field was mostly 
a male field, but now, it’s a domain where women can 
evolve and put their mark on the next big revolution, 
which might as well be grid-less energy.

I think that women are very appreciated for their 
commitment and that large companies like the one I 
work for, are the best environment that can consoli-
date and shape a career.

If I were to offer advice to young women in search 
of a career in Energy, I would say to choose books as 
best friends from the early stages of their academic 
preparation and know that people, honor, and perse-
verance are the key ingredients for building a 
long-lasting career.

A good example of must read for high-performing 
women to stay ahead of the curve is Dale Carnegie’s 
“Scrisoare catre unii tineri/ Letter to some young 
people.”
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Quality of Electricity Supply in Serbia 
and the Role of the Regulator
Milica Brkić-Vukovljak,1* Ljiljana Hadžibabić,1 and Ljubo Maćić1

Keywords: quality, regulation, commercial quality, 
continuity of supply, Maximum Allowed Revenue 
(MAR).

Abstract
One of the more important tasks of energy entities 
dealing in electricity transmission, distribution, and 
supply in Serbia is constant improvement of the 
quality of supply. The regulator adopts Rules for 
Monitoring Quality of Delivery and Supply, monitors 
the level of achievement and encourages energy en-
tities to increase the quality of service. On the basis 
of the achieved level of quality, the regulator estab-
lishes new goals, approves funds for their achieve-
ment and controls the use of these funds. Transmis-
sion and distribution system operators are expected 
to plan the construction or revitalization of these fa-
cilities in their development plans, which are ap-
proved by the regulator to upgrade the voltage and 
reduce the number and duration of supply interrup-
tions. Suppliers have to upgrade their centers for 
communication with customers and their depart-
ments for processing appeals against the level of 
quality of delivery and supply. The improvement of 
quality increases system costs and the task of the reg-
ulator is to stimulate the achievement of the level of 
quality adequate to affordable costs (i.e. to electricity 
price). 

The paper presents a short review of the level of 
quality of electricity delivery and supply that are 
monitored in Serbia. In addition, the paper offers a 
review of the most common practices in quality reg-
ulation taking into consideration 2015 CEER Report. 
Special focus is put on new Rules for Monitoring 

Quality Indicators that were adopted by the Energy 
Agency of the Republic of Serbia in 2016 on the basis 
of seven-year monitoring experience in Serbia. The 
paper also analyzes the interdependent ability of 
quality indicators and the maximum allowed revenue 
(MAR) of the energy entity.

Introduction
General activities of regulatory agencies include the 
regulation of monopoly businesses to ensure safe, re-
liable, and quality electricity delivery to the trans-
mission and distribution system users. Transmission 
and distribution of electricity are natural monopo-
lies and regulation is necessary, while production 
and supply are competitive activities that require a 
market. On the other hand, regulators have the task 
to enhance the development of markets in activities 
that are capable of competition. From the consum-
ers’ point of view, the consequences of the separation 
of regulated and market activities is that an eligible 
customer selects suppliers on a free market, whereas 
purchased electricity is delivered through a trans-
mission and/or distribution system, at regulated 
prices.

Whether the electricity company performs the ac-
tivity of transmission, distribution, or supply, the 
quality of services provided to the network users (i.e., 
consumers of electricity) should be in accordance 
with the needs and requirements of users and their 
readiness to pay for such service. However, experi-
ence has shown that under conditions of the compet-
itive market, electric power companies tend to 
achieve higher profits at the expense of service qual-
ity, which in some cases tends to fall below the level 

1  Energy Agency of the Republic of Serbia, Belgrade, Serbia

*  milica.brkic@aers.rs

mailto:milica.brkic%40aers.rs?subject=
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stronger than under cost-of-service regulation.

Quality Regulation
Quality regulation in practice, however, entails com-
plexity and subtleties. A first difficulty is created by 
the multi-dimensional nature of quality. Further-
more, the ideal level of quality depends on consumer 
preferences, and these preferences can vary widely 
among customers. In addition, measuring quality 
can be difficult; consumer behaviour can affect the 
quality of the network operation, and so forth. As a 
result, there is no simple policy indication for service 
quality regulation: different means are normally 
used to induce regulated companies to deliver the de-
sired levels of service quality on different quality di-
mensions. Service quality includes a large number of 
different aspects. Users are very sensitive to the qual-
ity of supplied electricity in terms of:
•	 Technical quality

-	 voltage quality and
-	 continuity of supply 

•	 Commercial quality 
-	 the responsiveness of companies to their re-

quests and needs
Accordingly, the most common regulatory tools 

are:
•	 Performance Data Publication
•	 Minimum Quality Standards
•	 Incentive-based Methods 
•	 Premium Quality Standards

Even with this classification, it is very difficult to 
monitor and compare service quality among compa-
nies in one country and especially between coun-
tries. Service quality regulation tends to focus on 
regulating outputs; namely, the indicators of those 
quality dimensions that are more important to cus-
tomers. However, behind the outputs generated by a 
regulated company, there is a process concerning de-
cisions on investment, network planning and opera-
tion, maintenance programs, and asset manage-
ment. Again, it is good to point out a distinction be-
tween the deregulated market of electrical energy 
and the regulated market of network operation. In 
the deregulated market, as competition between re-
tailers is expected to result in the sufficient quality, 

of quality that is acceptable to users. Decrease of the 
service quality in the monopolistic activities is the 
result of regulatory agencies’ switching from tradi-
tionally applied rate of return method of price regu-
lation to the incentive-based price regulation meth-
ods. Incentive-based methods are introduced to 
stimulate companies to run business more efficiently 
and to reduce costs by enabling them to earn any sav-
ings resulting from an increase in efficiency, as profit 
the company may then freely expend. Many coun-
tries have shown that companies tend in practice to 
achieve efficiency improvements and cost reductions 
through a decrease in service quality. To achieve the 
optimal level of quality and balance between the 
growing needs of consumers for service quality and 
companies’ aiming to reduce costs and increase prof-
it, the regulatory agencies in recent years paid con-
siderable attention to monitoring and regulation of 
the service quality in the electricity delivery and sup-
ply, development of methods and standards that en-
courage companies to raise the quality of services. 
Experience in countries with long-standing regula-
tory practice has shown that strong incentive for 
companies to achieve the prescribed level of quality 
is being achieved by the introduction of financial 
mechanisms to reward companies in the case of 
reaching required quality level, and penalize when 
service quality does not meet the expected level. 
Therefore, there is a tendency among all regulatory 
agencies in Europe to introduce incentive-based ser-
vice quality regulation methods, in line with the im-
plementation of the incentive-based price regulation 
methods. The liberalization and privatization of util-
ities have created legitimate concerns on the effect 
that a generalized prevalence of the profit motivation 
might have on the quality of the services provided in 
different network sectors. Also, there is a risk that 
profit-oriented managers and owners would neglect 
investments not strictly necessary to the creation of 
revenues. Moreover, as incentive regulation became 
the norm, several observers expressed concerns on 
its effects on service quality: price/revenue cap 
mechanisms reward the firm for lowering its costs 
and cost reductions can also be achieved by lowering 
quality—incentives to reduce quality are certainly 
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(CEER) has published benchmarking reports on the 
quality of electricity supply in member countries for 
2001, 2003, 2005, 2008, 2009, 2012, 2014, and 2015. 
These reports identify major trends in monitoring 
and regulating service quality aspects. The Bench-
marking Report on the Quality of Electricity Supply 
provides an in-depth review of continuity of supply, 
voltage quality, and commercial quality. This detailed 
report analyzes data from EU countries and contrib-
utes to a better understanding of the quality of elec-
tricity supply levels and policy throughout Europe. 

The 5th edition of the report introduces informa-
tion from 10 new countries, including Switzerland 
and a dedicated annex on quality of supply in 9 CPs of 
the Energy Community, full information on national 
Regulations and their effects in the ECRB countries is 
available in the annex on “Quality of Electricity Sup-
ply in the Energy Community” (CEER, 2012).

Energy Community
The Energy Community (EnC - The Energy Commu-
nity Contracting Parties are: EU, Albania, Bosnia and 
Herzegovina, the Former Yugoslav Republic of Mace-
donia, Moldova, Montenegro, Serbia, Ukraine. UN-
MIK (United Nations Interim Administration Mis-
sion in Kosovo), Armenia, Georgia, also Turkey and 
Norway are Observer Countries) contracting parties 
(CPs), in the first phase were only monitoring Quality 
of supply based on the ECRB (Energy Community 
Regulatory Board) Work Program from 2008. “Re-
port on Quality of Electricity Service Standards and 
Incentives in Quality Regulation” was published in 
2009. As aforementioned in 2011, EnC members par-
ticipated in the 5th CEER Quality of Supply Bench-
marking Report to which the analysis for the EnC 
CPs—performed based on the CEER benchmarking 
indicators—was added as an annex. The present 
benchmarking report represents an annex to the 
“6th CEER Benchmarking Report on Quality of Elec-
tricity Supply,” covering the EnC CPs. This report cov-
ers all three aspects of quality of electricity supply: 
Continuity of Supply (CoS), Voltage Quality (VQ) and 
Commercial Quality (CQ). In general, the present re-
port aims to present an overview and analysis of cur-
rent practices in the CPs. It also provides an assess-

there is no need for regulatory authorities to inter-
vene. However, in some cases, a certain level of cus-
tomer protection is needed. Network operators pos-
sess a natural monopoly, free or almost free from 
competition. The need for protection differs among 
different types of customers. Usually households and 
other small customers need more protection. Such 
protection can be provided through standards. To en-
sure a sufficient level of quality, a set of Guaranteed 
Standards (GSs) and Overall Standards (OSs) are 
needed. Another debated aspect is the incentive reg-
ulation for revenues of network operators. This 
price-regulation method (price/revenue cap, price 
formula and pricing period) provides the network 
companies with strong incentives to reduce their 
overall costs—this accounts also for operational ex-
penditures and capital expenditures—to increase ef-
ficiency. A reduction of operational expenditures 
may result in a decline of the actual quality levels of 
network services or, at the very least, result in no im-
provement in line with customers’ expectations. 
This may easily be the result in countries where the 
principle of incentive-base regulation in network 
price regulation is there just being developed or 
could be adopted in the near future, while no service 
quality standard exists or is supposed to be issued 
only at a later stage. Here, the involvement of cus-
tomers and their representatives can make an im-
portant contribution to quality regulation; customer 
surveys can reveal both customer expectations and 
satisfaction with the current level of service, as well 
as appropriateness of the regulation already in place. 
There is also a question as to whether it is appropri-
ate to maintain minimum standards with regard to 
supply when competition is fully developed, such 
that companies compete in providing services and 
performances that exceed these minimums.

CEER
Because this problem has been recognized within the 
EU, in the last couple of years a lot of work has been 
done on the harmonization of service quality moni-
toring and regulation systems. Accordingly, the 
Working Group for Quality of Electricity Supply 
within the Council of European Energy Regulators 
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-	 Benefit from transparent, simple and inexpen-
sive procedures for dealing with their 
complaints. 

-	 In particular, all customers shall have the right 
to a good standard of service and complaint han-
dling by their electricity service provider.

Serbia
The legal framework governing monitoring and reg-
ulation of service quality in performing activities of 
transmission, distribution and supply of electricity, 
in Serbia is the Energy Law (Official Gazette of the Re-
public of Serbia No. 145/14) and the Decree on Condi-
tions for Electricity Delivery (Official Gazette of the 
Republic of Serbia No. 63/13), Transmission Grid 
Code (Official Gazette of the Republic of Serbia No. 
79/14) and Distribution Grid Codes (Official Gazette 
of the Republic of Serbia No. 4/10, 2/14 and 41/14). 
The Transmission Grid Code issued by the Serbian 
Transmission System Operator “Elektromreža Srbije” 
and Distribution Grid Code issued by distribution 
companies regulates certain aspects of the service 
quality, namely technical elements such as voltage, 
frequency, and continuity of supply to network users 
and to ensure reliable and continuous delivery of 
electricity to network users. In addition to these doc-
uments, Rules on Monitoring Technical and Com-
mercial Indicators and on Regulating Quality of Elec-
tricity and Natural Gas Delivery and Supply (Official 
Gazette of the Republic of Serbia No. 2/14) are issued 
by Energy Agency of the Republic of Serbia. 

Voltage quality is mainly defined in standard SPRS 
EN 50160:2010, but aspects of voltage quality are reg-
ulated by the Decree on Conditions for Electricity De-
livery, which prescribes the obligations of the trans-
mission and distribution system operators to deliver 
electricity at the nominal voltage and frequency lev-
els. Taking into account the fact that the quality of 
voltage in the network is affected by the activities of 
the transmission system operator, as well as by activ-
ities of all users who are connected to the transmis-
sion network, the Transmission Grid Code defines 
technical requirements that users’ facilities have to 
meet in the process of connecting to the transmis-
sion network to ensure prescribed voltage quality. 

ment of areas where a move toward harmonization 
could further improve quality of supply. The analysis 
for the EnC is based on indicators used by CEER for its 
benchmarking analysis. To this extent the assess-
ment for the CPs bases on the same definitions and 
theoretical background as defined for the EU Mem-
ber States, in particular with a view to ensure compa-
rability. Monitoring was performed through Custom-
er Working Group within ECRB. CPs are working to-
ward a more comprehensive approach in regulation 
of continuity of supply, some of them, including Ser-
bia, are analysing the possibility to introduce the re-
ward-penalty mechanism (a link between the conti-
nuity and tariffs). 

Legal Framework

EU
Strong indication of the importance of service quali-
ty regulation was given in the Third Energy Package. 
[Article 37] of Directive 72/09 for electricity indicate, 
among the duties of a regulatory authority, “monitor-
ing compliance with and reviewing the past perfor-
mance of network security and reliability rules and 
setting or approving standards and requirements for 
quality of service and supply or contributing thereto 
together with other competent authorities.” An im-
portant call for regulation of commercial quality 
arises from the new EU legislative measures. Indeed, 
Directive 2009/72/EC [Article 27] requires that Mem-
ber States shall take appropriate measures to protect 
final customers, to ensure that they have a right to a 
contract with their electricity service provider that 
specifies:
•	 The services provided;
•	 The service quality levels offered;
•	 The time for the initial connection;
•	 Any compensation and the refund arrangements 

that apply if contracted service quality levels are 
not met, including inaccurate and delayed billing;

•	 Information relating to customer rights, including:
-	 The complaint handling and all of the informa-

tion referred to in this point, clearly communi-
cated through billing or the electricity under
taking’s website.
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Consistent with the obligations prescribed by the law, 
the Council of the Agency adopted Rules on Monitor-
ing Technical and Commercial Indicators and on 
Regulating Quality of Electricity and Natural Gas De-
livery and Supply (Rules on Quality) in 2013. Rules on 
Quality were adopted on the basis of the five-year ex-
perience in data collection and monitoring electrici-
ty delivery and supply quality indicators as well as of 
international practice in the quality monitoring of 
services provided by energy entities. The rules were 
established  to harmonize the method of data regis-
tering and calculation of quality indicators, which 
enables the establishment of a base of complete, reli-
able, and comparable data on the indicators to com-
pare and regulate them. The collected data and cal-
culated indicators will enable the definition of de-
manded indicators’ values in future phases and the 
method of assessment of the quality that has been 
reached. Upon that, the procedure in case of devia-
tion from demanded indicators’ values, depending 
on the deviation level, will be also defined afterward. 
In the electricity field, the collection of data on deliv-
ery and supply quality was initiated six years ago. 
This is when the type, scale, and format of the data on 
technical and commercial aspects of quality that 
have to be collected by energy entities were defined. 
The Code also defined the deadlines for the submis-
sion of the data to the Agency. These data served for 
the calculation of indicators of technical and com-
mercial aspects of quality in electricity delivery and 
supply field. Having the requirements of the Agency 
as a basis, most distribution companies have im-
proved their practice and infrastructure necessary to 
register data, calculate indicators, and provide data 
on quality, especially in the field of registering conti-
nuity of supply.

Quality Indicators

Continuity of Supply
The continuity of electricity supply, which is charac-
terized by the number and duration of electricity de-
livery interruptions is monitored regularly by the 
energy entities dealing with electricity transmission 
and distribution. The entities submit monthly re-

Technical requirements that facilities have to meet in 
a case of voltage and frequency deviation in the net-
work, as well as the allowed values of over-voltages, 
current asymmetry and harmonics that may be 
caused in the network by the user’s facility are de-
fined in the Grid Code. Obligations of Distribution 
System Operators and distribution network users are 
defined in more details in terms of distribution net-
work voltage quality in the Distribution Grid Code. 
Main obstacle to monitoring technical indicators of 
the voltage quality is the lack of appropriate meter-
ing systems that would register and monitor voltage 
characteristics in the network. Commercial quality is 
in some parts of mutual relations of the transmis-
sion/distribution system operators and customers 
regulated by the Energy Law and the Decree on Con-
ditions for Electricity Delivery through certain stan-
dards that regulate the mutual obligations, primarily 
the deadlines that energy entities and users have to 
respect in the procedures of connection to the sys-
tem, suspension of electricity supply, disconnection 
from the system, meter testing and inspection, re-
solving disruptions in the delivery, meter reading, 
billing and collection, and informing the users. For 
example, the Energy Law and the Decree on Condi-
tions for Electricity Delivery stipulate the minimum 
standards guaranteed in terms of the time frames 
that companies must respect in the process of con-
necting users to the transmission and distribution 
network. As of January 1, 2009, the Energy Agency 
has introduced information rules (Information Code 
represents a set of Excel tables that define the type, 
scope, and format of data on technical and commer-
cial aspects of service quality that companies must 
follow, as well as deadlines within which the collect-
ed data must be submitted) for the registration of 
data and calculation of service quality indicators in 
the activities of transmission, distribution, and sup-
ply of electricity. Continuous application of these 
rules in the previous seven years allowed for the cre-
ation of a complete and consistent database of quali-
ty indicators, companies’ performance benchmark-
ing depending on the quality and performance 
achieved and made room for new rules on regulation 
of service quality in electricity delivery and supply. 
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livery points and the total number of delivery points 
within the distribution system and a part of the dis-
tribution system.

The system operator records the total duration, the 
time when an unplanned interruption in electricity 
delivery from the producer to the system begins and 
ends, as well as the causes of interruption (an event 
within the system operator’s facilities, within pro-
ducer’s facilities, force majeure, etc.).

The system operator also calculates and lists the 
following data in a relevant table:
•	 Pp: Outage power, total capacity disconnected during 

interruption for each unplanned interruption;
•	 ENPp: Producer’s Energy – Not – Supplied, which is 

calculated for each unplanned interruption as a 
product of “Outage Power” and the duration of in-
terruption in minutes;

•	 Nip: Number of delivery points that were unsup-
plied, number of delivery points (of final customer, 
neighboring system, etc.), which were unsupplied 
due to interruptions in electricity delivery from 
the producer, for each unplanned interruption.

Commercial Quality
The fact is that some commercial quality aspects 
(e.g., times for connections) relate to distribution 
networks and therefore, given their monopolistic na-
ture, they should still be regulated. In a liberalized 
electricity market, the customer concludes either a 
single contract with the supplier (SP) or separate con-
tracts with the supplier and the system operator (DSO 
or TSO), according to the existing national regula-
tions. In both cases, however, commercial quality is 
an important issue. Commercial quality is directly 
associated to transactions between electricity com-
panies (either DSOs, TSOs or suppliers, or both) and 
customers, and covers not only the supply and sale of 
electricity, but also various forms of contacts estab-
lished between electricity companies and customers. 
There are several services that can be requested or 
expected by customers, such as new connections, in-
crease of the connection capacity, disconnection 
upon customer’s request, meter reading and verifica-
tion, repairs and elimination of voltage quality prob-
lems, answering phone calls, etc. Each of these ser-

ports to the Agency for each unplanned and planned 
interruptions within the transmission and distribu-
tion grid, which lasted more than three minutes. An-
nual indicators of delivery continuity in the trans-
mission and distribution grid for unplanned and 
planned interruptions 2009-2016 were calculated. 

Transmission Network 
Indicators of discontinuity of delivery in the trans-
mission network that are monitored and calculated 
are the following:
•	 Pi [MW]: Total capacity disconnected during inter-

ruption (Fumagalli et al., 2007).
•	 ENS [MWh]: Energy not supplied. The energy not 

supplied to a customer is the integral, over the du-
ration of the interruption, of the total capacity dis-
connected during interruption (capacity indicated 
in the customers load curve. EN Si for the interrup-
tion event i will be the sum of the energy-not-sup-
plied to all the affected customers in the area. total 
undelivered electricity) (Fumagalli et al., 2007).

•	 ENS [%]: ENS is presented as energy not supplied 
as a percentage of the total energy supplied by that 
system in a given year (CEER, 2005).

•	 AIT [min]: Average interruption time is duration 
in minutes, a quotient of undelivered electricity 
and average power. AIT is expressed in minutes 
per year and calculated as 60 times the ENS (in 
MWh) divided by the average power supplied by 
the system (in MW) (CEER, 2012).

Distribution Network
During the monitoring period, based on the data on 
unplanned interruptions, the electricity distribution 
system operator calculates and lists the following 
data separately in the table: 

SAIFI: System Average Interruption Frequency In-
dex, which is calculated as a quotient of the total 
number of electricity delivery interruptions and the 
total number of electricity delivery points within the 
distribution system and a part of the distribution 
system;

SAIDI: System Average Interruption Duration In-
dex, which is calculated as a quotient of the total du-
ration of delivery interruptions on all electricity de-
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suppliers and metering operators, in order to under-
stand the actual quality level and to publish—when 
deemed appropriate—the actual data on services 
provided to the customers.

Main Groups of Commercial Quality
To simplify the approach to such a complex matter as 
commercial quality, indicators relating to commer-
cial quality have been classified into four main 
groups:

1)	Connection

•	 Deciding upon filed requests for the issuance of an 
approval for connection, including the deadlines 
for acting upon appeals filed against an act of a 
first instance body (appeal approval or dismissal);

•	 Connecting a facility to a certain voltage level 
when a final customer complies with all prescribed 
conditions for the connection of a facility and set-
ting an average timeframe necessary for the con-
nection of a facility to the system; 

•	 Adopting an argumented certificate when the op-
erator dismisses requests for access, including 
deadlines for acting in line with appeals filed 
against the first instance body (appeal approval or 
dismissal);

•	 Suspending delivery to a final customer upon a 
supplier’s request;

•	 Restoring electricity delivery to a final customer’s 
facility upon removal of reasons that lead to sus-
pension (i.e., approval of objection to suspension 
or disconnection).

•	 Submitting contract on electricity sales to a final 
customer within a prescribed deadline from the 
day the supply of the last resort was initiated;

•	 Notifying on the day when a customer loses his 
right to the supply of the last resort before the right 
to the supply of the last resort is terminated.

2)	Customer Care

•	 Submitting an admonition to a final customer 
prior to delivery suspension;

•	 Submitting a notification to a final customer be-
fore a facility is disconnected from the system un-
less it is disconnected because it may jeopardize 

vices is a transaction that involves some commercial 
quality aspect. The most frequent commercial quali-
ty aspect is the timely response to services requested 
by customers. 

Guaranteed Standards (GSs) refer to service quality 
levels that must be met in each individual case. If the 
company fails to provide the level of service required 
by the GS, it must compensate the customer affected, 
subject to certain exemptions. 

The definition of GSs includes the following 
features: 
•	 Performance covered by the standards (e.g., esti-

mation of the costs for the connection);
•	 Maximum time before execution of the perfor-

mance;
•	 Commonly determined in terms of response;
•	 Fulfilment time (e.g., five working days); and
•	 Economic compensation to be paid to the customer 

in case of failure to comply with the requirements.
Overall Standards (OSs) refer to a given set of cases 

(e.g., all customer requests in a given region for a giv-
en transaction) and must be met with respect to the 
whole population in that set. OSs are defined as 
follows:
•	 performance covered (e.g., connection of a new 

customer to the network);
•	 minimum level of performance (commonly in per-

cent of cases), which has to be met in a given period 
(e.g., in a 90 percent of new customers have to be 
connected to the distribution network within 20 
working days).

Other Available Requirements (OARs)
In addition to GSs and Oss, regulators (and/or other 
competent parties) can issue requirements to achieve 
a certain quality level of service. These quality levels 
can be set as the regulatory authorities want (e.g., a 
minimum level that must be met for all customers at 
all times). If the requirements set by the regulators 
are not met, the regulatory authorities can impose 
sanctions (e.g., financial penalties) in most of the 
cases.

Only Monitoring (OMs). Before issuing GSs and 
OSs, regulators (and/or other competent parties) can 
monitor performances of DSOs, suppliers, universal 
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•	 Acting upon objections of final customers filed 
against a supplier’s bill;

•	 Yearly number of meter readings by the designated 
company

•	 Time for restoration of power supply following dis-
connection due to non-payment.

Voltage Quality
Information rules for monitoring the voltage quality 
are based on collecting commercial data on: 
•	 Number of customers’ voltage complaints 
•	 Response time to customers’ voltage complaints
•	 Number of justified customers’ voltage complaints
•	 Number of resolved voltage problems. 

Present Situation in Serbia
From 2008, service quality indicators have been indi-
vidually analysed by the Serbian Energy Agency 
when deciding users’ appeals against refusal of con-
nection to the transmission/distribution network 
rather than collecting or monitoring them on a regu-
lar basis. On the other hand, the electricity transmis-
sion/distribution entities register and analyze the 
performance achieved and accordingly have data 
available for the calculation of service quality indica-
tors. However, systems for registration of data and 
calculation of service quality indicators were not har-
monized among different network companies, re-
sulting in incomplete, inconsistent and non-compa-
rable data that cannot meet the requirements of suc-
cessful benchmarking of companies’ performances 
depending on their quality level reached. According-
ly, before the service quality monitoring and regula-
tion system was implemented by the Agency it was 
necessary to implement amendments to the Energy 
Law, which clearly defined the responsibilities of in-
dividual institutions within the area of regulation of 
service quality. As of January 1, 2009, the Energy 
Agency has introduced information rules for the reg-
istration of data and calculation of service quality in-
dicators in the activities of transmission, distribu-
tion, and supply. Continuous application of these 
rules made possible creation of a complete and con-
sistent database of quality indicators, companies’ 
performance benchmarking depending on the quality 

human life and health;
•	 Submitting a notification on the day when the op-

erator will disconnect a facility upon a request of a 
final customer;

•	 Acting upon an objection filed due to the suspen-
sion or disconnection of a facility from the 
system;

•	 Submitting a warning to a final customer to com-
ply with due contracting obligations regarding 
payments a day prior. 

3)	Technical Service 

•	 Technical service includes indicators that are relat-
ed to technical service. All indicators relate to dis-
tribution activities; therefore, the standards of 
Group III exclusively refer to DSOs. Coping with 
voltage complaints normally involves two steps. 
The first step in the remedy of voltage complaints 
is to verify, through performing measurements, 
whether any regulation or norm in force has been 
violated. The second step of the remedy is the cor-
rection of voltage problems through appropriate 
works on the networks. It is important that any 
customer complaint related to voltage disturbance 
is rectified without undue delay. Part of this in-
cludes implementing temporary measures when 
and where appropriate. The exact time needed to 
rectify the problem or to implement temporary 
solutions will vary a lot and will depend on the 
complexity of the situation. “Time between the 
date of the answer to the VQ complaint and the 
elimination of the problem. Removing disruptions 
in delivery that are not caused within a final cus-
tomer’s facility.”

4)	Metering and Billing

•	 Time for meter inspection in case of meter failure;
•	 Time from notice-to-pay until disconnection;
•	 Information on disruptions or damages of a meter 

within a facility of a final customer; including the 
deadlines for removing them since the day they 
are being noticed (i.e., since a notification was sent 
to a final customer);

•	 Acting upon an objection of a system user against 
the submitted bill on the service of system access;



The ICER Chronicle
Edition 7 (August 2017) 16

necessary to specify whether the cause of the inter-
ruption was due to works in one’s own network, us-
ers’ facility, or neighboring network. For unplanned 
interruptions, it was required to register if an inter-
ruption occurred because of: network operator’s ac-
tivities, activities of the other network operator, third 
party, animals, force majeure, or of unknown causes. 
Based on the data collected in this way, indicators of 
continuity of supply are calculated. For interruptions 
in the transmission network, continuity indicators 
AIT and ENS are calculated, whereas for interrup-
tions in the distribution network, continuity indica-
tors SAIDI, SAIFI, and CAIDI are calculated. A lack of 
harmonization in the basic monitoring rules is also 
identified, but it is not predominant. The lack of em-
phasis on monitoring of continuity at the transmis-
sion level in some CPs may be result of an underesti-
mation of its importance due to the robust network 
design enabling high reliability (“n-1” operational 
criteria), apparent low number of customers con-
nected to the transmission network, the problem of 
weighting (atypical customers, specifics in calcu-
lation of certain continuity indexes), and the 
estimation.

Commercial Quality
Information rules for monitoring commercial quali-
ty are based on collecting data on: 
•	 The number of requests from users/customers 

-	 The number of company’s responses to requests 
of the users/customers within the prescribed pe-
riod andaverage response time of the company 
to user/customer request, in providing on-time 
services; 

-	 Deciding request for connection to the transmis-
sion or distribution network of electricity based 
on: 

»» the existing legal framework; 
»» international practice in monitoring and reg-

ulation of service quality; 
»» company’s existing practices with regard to 

data collection; 
»» informal monitoring of the needs and de-

mands of users/customers, aimed at:
•	 Harmonizing of rules for recording data and calcu-

and performance achieved, and regulation of service 
quality in electricity delivery and supply, until 2013 
when Rules on Monitoring Technical and Commer-
cial Indicators and on Regulating Quality of Electric-
ity and Natural Gas Delivery and Supply were issued 
by the Energy Agency of the Republic of Serbia.

Continuity of Supply
Information rules for monitoring the continuity of 
supply included rules for: 

1)  Registration of interruption, and 
2)  Calculation of continuity of supply indicators.
Rules for registering interruption defined which 

data on interruption had to be registered and by what 
criteria. In the case of a planned interruption, it was 

Figure 1. SAIDI and SAIFI for the period 2009-2015
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participation and cooperation of all relevant institu-
tions both within countries and internationally. Im-
plementation of quality standards, accompanied by 
compensation payments in the event companies fail 
to meet prescribed standards, is possible according 
to new Energy Law and modifying the Rules on Mon-
itoring Technical and Commercial Indicators and on 
Regulating Quality of Electricity and Natural Gas De-
livery and Supply. Apart from changes to the legal 
framework, a period of several years of continuous 
monitoring of quality indicators based on rules har-
monized among companies was necessary to precede 
the implementation of the system for quality 
regulation.

Adoption of the new 2014 Energy Law, which fully 
transposed the Third Energy Package, was the basis 
for the adoption of new Rules on Monitoring Techni-
cal and Commercial Indicators and on Regulating 
Quality of Electricity and Natural Gas Delivery and 
Supply. 

On the other hand, in the past six years, quality 
monitoring improved the methods for data collec-
tion and storage significantly. The adoption of the 
Rules in 2009 encouraged and forced system opera-
tors to develop metering systems so as to get more 
precise input data for the determination of quality 
indicators. Besides, databases have been developed 
and all the dilemmas and weaknesses of the data col-
lection methods have been removed in the past. 
Therefore, a more efficient quality benchmarking of 
system operators in Serbia was enabled. Both in legal 
and technical terms, all the above has provided a 
good background and preconditions to bring the 
monitoring of quality on a higher level. In this way, it 
became possible to introduce a penalties scheme for 
system operators in Serbia. 

Energy Agency is in the process of adopting new 
version on Rules on Monitoring Technical and Com-
mercial Indicators and on Regulating Quality of Elec-
tricity and Natural Gas Delivery and Supply. For the 
first time in Serbia, the regulator will introduce pen-
alties when quality indicators values are below ex-
pected values. Introduced penalties will have an im-
pact on the maximum allowed revenue that is deter-
mined by Methodology for Setting Tariff Elements 

lation of service quality indicators; 
•	 Continuous monitoring service quality indicators; 
•	 Connecting the user’s facility to the transmission 

or distribution network; 
•	 Regular services; 
•	 Billing and collection; 
•	 Occasional services; 
•	 Suspending electricity supply; 
•	 Disconnecting from the system; 
•	 Resolving metering problems;
•	 Resolving voltage problems; and 
•	 Responding to users/customers questions and 

requests. 

Voltage Quality
The survey in the Energy Community has shown that 
CPs are undertaking activities towards implementa-
tion of EN 50160 as the main instrument for voltage 
quality regulation. EN 50160 has been introduced in 
the majority of CPs, mainly as a voluntary standard 
or through national legislation and regulation, ei-
ther through a reference to EN 50160 or by adopting 
the limits given in EN 50160. However, voltage quali-
ty regulation is still primarily applied only on LV and 
MV level. Main obstacle to monitoring technical in-
dicators of the voltage quality is the lack of appropri-
ate metering systems that would register and moni-
tor voltage characteristics in the network. Improve-
ments are needed in Voltage Quality regulation, 
although there is no metering on distribution level, 
and there is a clear picture there will be none until 
smart meters are implemented.

Development Prerequisites
International experience in the monitoring and reg-
ulation of service quality has shown that the intro-
duction of systems for monitoring and regulating 
service quality is the long-term process that requires 
gradual implementation in accordance with the 
knowledge of the regulatory authorities and energy 
entities, development of metering and information 
systems, databases, and relevant legislative frame-
work. Given the complexity of this process, the im-
plementation of a system for monitoring and regula-
tion of service quality must take place through active 
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the last CEER benchmarking report, Serbia has high-
er values of all indicators than EU countries. On the 
other hand, there is significant improvement in 
monitoring: all of the misunderstanding in defini-
tions of indicators and misleading information on 
monitoring are eliminated. Commercial quality 
monitoring has significantly improved since 2011, al-
though values of some indicators are still far from EU 
countries’ levels. As we can conclude, now, when 
definitions are well set and with good monitoring 
practice in place, it is a good time to start implement-
ing a new Rules on Quality Monitoring based on a 
penalties mechanism as a link between tariffs and 
incentives. 
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for Calculations Prices for Access to and Use of Sys-
tem. Methodology determines ways of setting tariff 
elements for calculating prices for access to and use 
of system for electricity transmission and distribu-
tion systems. Methodology is based on the mecha-
nism for use of electricity system price control; that 
is, by application of the regulatory “cost plus” method 
used.

Maximum allowed revenue in the regulatory peri-
od for energy entity for electricity transmission (dis-
tribution) and operation, i.e., the price, that enables a 
return on justified operating costs as well as a return 
on assets employed. 

Maximum allowed revenue of energy entity is allo-
cated to tariff elements based on:

1) Planned energy parameters, structure and val-
ues of energy facilities, and

2) Contribution of variable and fixed costs to the 
total costs of energy entity.

Conclusions
The comparative analysis of the monitoring schemes 
and the continuity of supply regulation across Euro-
pean Union through CEER benchmarking reports or 
even CPs of Energy Community and Serbia, shows 
that regulators have generally approached continui-
ty issues with emphasis on long interruptions first, 
treating the planned and unplanned interruptions 
separately. Distinction is made between different 
voltage levels and the classification of the interrup-
tions by its cause is applied. In Serbia, the number 
and duration of interruptions are available and har-
monized combinations of indicators (SAIDI, SAIFI) 
are used as in most European Countries. Unfortu-
nately, short interruptions are barely recorded in Ser-
bia. The same situation exists in most CPs of Energy 
Community, and in some EU countries. 

In Serbia, monitoring of long interruptions on 
transmission and distribution networks is on a satis-
factory level. In the beginning of 2008, there were a 
lot of barriers, lack of metering, not precise qualifica-
tion of the data causes, etc. The problem that persists 
is in the definition of force majeure or exceptional 
events, like in all countries. Compared to EU coun-
tries and values of indicators that are presented in 
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Local Energy in a Transforming Energy 
System
Kevin Baillie, Christopher McDermott, Thomas Bearpark, and Karen Mayor

Abstract
Local energy, and the overlapping concept of com-
munity energy, are growing features of the GB energy 
system. Local energy projects have a range of charac-
teristics and often cut across traditional sector 
boundaries such as generation, supply, and con-
sumption. These schemes stem from the desire to in-
volve local communities in delivering energy out-
comes and, in many cases, contribute to broader lo-
cal social, economic, and environmental objectives. 

In this paper, we assess the current local energy 
landscape and the market entry models that are 
emerging. We focus on those involving supply to lo-
cal or community groups, including with associated 
generation, not on issues associated with distributed 
generation more generally. We consider the potential 
benefits and risks for consumers and the implica-
tions for us as a regulator. 

We conclude that the emergence of local energy is 
a welcome development and one that is likely to in-
crease consumer engagement and choice. We recog-
nize that local schemes need proportionate treat-
ment and that regulatory arrangements should en-
able the emergence of business models that are in 
the long-run interests of consumers. But that should 
not be at the expense of customers who aren’t includ-
ed in a local scheme and will need to provide appro-
priate protection (such as opportunities to switch) if 
service standards and value aren’t maintained to the 
satisfaction of those customers.

The views expressed in this paper are emerging 
thinking from the project and do not represent estab-
lished Ofgem or Gas and Electricity Market Authori-
ty positions.

What is Local Energy?

Introduction
‘Local’ means different things to different people. 
From an administrative perspective, local can mean 
anything from a neighborhood to a local authority 
district, a city, or even reach across different adminis-
trative boundaries. 

In energy terms, there’s no universally accepted 
definition of ‘local energy,’ nor a comprehensive reg-
ister of schemes. The phrase may refer to arrange-
ments that operate at a scale lower than the tradi-
tional centralized model, such as generation con-
necting at the distribution level (also known as 
embedded or decentralized generation). But it is also 
used to describe energy activities that explicitly set 
out to maximize social benefits for people or organi-
zations in a specific geographical area or community. 
There are overlaps between local and community en-
ergy and differences, too. In this paper, we focus on 
models that address the needs of local groups of en-
ergy consumers. 

So, for the purpose of this paper, we define local 
energy as 

Energy arrangements led by (or for the ben-
efit of) a local group and for the benefit1 of 
local consumers. A local group is a collec-
tion of people and organizations with 
shared interests in local energy outcomes 
within a common geographical area.2

What’s Driving Local Energy?
As with any business model, local energy schemes 
require a financially viable business case, which may 
hinge on support schemes or incentives. However, 
many projects are also driven by other considerations 
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Accessing Consumers
At present, there are five main regulatory options for 
supplying end consumers. These options are sum-
marized in Table 1:

often concerned with consumer involvement and 
maximizing benefits within a local area; these 
include: 
•	 Devolution: For some projects, the broader devolu-

tion agenda is an underlying motivation for a move 
away from the current centralized system. 

•	 Consumer preferences and involvement: A power-
ful motivation for some consumers may be the de-
sire to be more independent and have greater con-
trol over their own energy affairs. 

•	 Trust: General consumer dissatisfaction with larg-
er energy utilities may mean a greater proportion 
of those disengaged consumers willing to engage 
with entities they trust (such as local authorities). 
The benefits of local energy schemes for the devel-

oper and for consumers will depend on the type of 
project, locational characteristics, and the relevant 
commercial arrangements that provide a value 
stream. It does not necessarily follow that all local 
models can be scaled significantly or replicated in ar-
eas without similar characteristics. 

Consumer and Retail Market 
Implications

Retail Market Developments
Many local energy schemes can enhance consumer 
choice and competition. The GB supply market has 
diversified significantly over the last decade. Inde-
pendent suppliers now have a 14 percent share of the 
electricity supply market, compared to just 1 percent 
in 2012.3 Between December 2012 and March 2016, 
the number of active domestic gas or electricity sup-
pliers more than doubled from 20 to 43. 

We’re seeing new types of suppliers with an explic-
it local benefit focus (although their market activities 
extend GB-wide). Other local authorities and com-
munity groups have entered into white-label-type 
arrangements with existing suppliers to provide en-
ergy to their consumers.

At the same time, retail market regulation is mov-
ing from a prescriptive rules-driven environment to 
one based more on principles.

Market Entry
Features

Route Model

Direct

Licensed 
Supplier 

Licence awarded by Ofgem for 
gas and/or electricity and 
domestic and/or non-domestic 
consumers.
Obligations include consumer 
protection, social and environ-
mental obligations, industry code 
compliance.
Duty to offer terms to all 
domestic consumers that request 
them. 
A restricted supply licence (by 
location or consumer type) may 
be sought.

Licence 
Lite 
Supplier

Reduces entry costs by outsourc-
ing some code compliance to 
another supplier.
Supplier is fully licensed and 
responsible for all other aspects 
of licence.

Exempt 
Supplier

Legislation allows supply without a 
license up to certain thresholds and 
in particular circumstances.
Requires commercial agreement 
with a licensed supplier to 
provide key industry services.
Consumer protection measures 
set out in legislation.

Indirect 

White 
Label 

Partnership between licensed 
supplier and third party to offer 
branded tariffs.
Models vary, but the white label 
typically recruits and manages 
the consumer interface. Licence 
requirements, including code 
compliance and consumer 
protection, sit with the licenced 
supplier.

Sleeving

Licensed supplier provides 
commercial peer-to-peer services 
for participants.
Used by corporates with 
own-generation on one site 
seeking to supply load on 
another. Supplier manages the 
imbalance risk. 
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supply exclusively to a subset of consumers may help 
to deliver the benefits of local. 

Energy Independence
Some consumers desire greater control over their en-
ergy affairs and more independence from familiar 
utility arrangements, and some may be willing to pay 
a premium for this capability. Greater control and in-
dependence could serve the interests of those 
consumers. 

Historically, ‘off-grid’ micro-grids have emerged to 
serve the needs of communities which could not fea-
sibly connect to the national grid. However, if con-
sumers place increasing value on independence we 
may see them choosing off-grid solutions even where 
a national grid connection is available. Under this 
scenario, households may make an informed choice 
to forego some of the benefits associated with a grid 
connection, such as the ability to choose a different 
supplier, etc. We should also be mindful to broader 
consequences, for example, subsequent occupiers 
may inherit this choice.

Offsetting Risk
Under many of the models described, the local ener-
gy supplier outsources responsibility for imbalance 
risk to the licenced supplier and is charged accord-
ingly. To enhance the value and viability of small-
er-scale business models, some are integrating small 
generators, consumers, and demand-side providers 
into virtual private networks (VPN). These aim to re-
duce risk by closely matching the available genera-
tion and load in aggregate. The risk of imbalance for 
the parties could, therefore, be lessened, reducing 
the costs incurred by National Grid to balance the 
system and the imbalance charges for which the par-
ties involved in the VPN would be liable.

New Business Models
The transformation facing the energy system may 
lead to the advent of new business models built on 
third-party intermediaries, peer-to-peer, flexibility 
services, and multi-utility bundled services. This 
may raise fundamental questions about the function 
of supply, the roles of suppliers and consideration of 

Regulatory Implications of the Growth of 
Local Energy Supply
The scale of local supply activity is currently limited; 
however, interest is growing steadily.  Community 
energy schemes accessing feed-in-tariffs are growing 
in numbers and many are keen to supply their power 
directly to their local area. Local providers can offer 
new choices to consumers, enhance competition, 
and bring pressure on incumbents to better under-
stand and respond to their customers’ needs. 

The traditional GB licensed supplier model tends 
not to be a viable proposition for very small-scale 
supply-compliance with industry codes; in particu-
lar, requires significant upfront costs. Instead, many 
schemes are exploring commercial white-label and 
sleeving-type arrangements with licensed suppliers 
and exempt-supply options. 

Among the regulatory issues we see are:
•	 Whether suppliers should be allowed to supply 

only local customers.
•	 Whether off-grid models should be welcomed as 

promoting energy independence.
•	 Whether exempt supply undermines consumer 

protection.
•	 How local suppliers can offset key risks such as en-

ergy imbalance.
•	 How new business models alongside supply will 

alter the position.
We address each in turn before summarizing the 

overall challenges to regulation.

Local-only?
A local offer suggests that some domestic consumers 
might be ‘in’ and others ‘out.’ Although localized ap-
proaches may lead to more services specifically 
tailored to the needs of those experiencing vulner-
ability, there is also the potential for models seek-
ing to offer services only to more active, lower-risk 
consumers. 

Licensed energy suppliers are currently subject to 
a duty to supply and have to offer terms to any do-
mestic consumer that requests them. This require-
ment is in place for good reason, ensuring that con-
sumers aren’t cherry-picked. However, in a more di-
verse supplier landscape, arrangements that allow 
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that needs to be balanced continuously in real-time. 
Electricity can be produced using different technolo-
gies and consumed in a range of ways, but once pro-
duced, it is a homogeneous product that flows in ac-
cordance with physical laws, not commercial ar-
rangements. In this sense, 1 MW flowing through the 
network is the same as any other, regardless of 
whether it’s produced by a local energy project. As 
system and network impacts arise regardless of the 
commercial relationship involved, the impacts on 
the system for a given generation and consumption 
pattern are unaffected by commercial characteristics 
such as a local supply model. Of course, commercial 
arrangements may cause changes in generation and 
consumption patterns.

What are the Potential Network Benefits 
of Local Energy?
The pattern of generation and consumption on a net-
work can affect the costs of the network in two main 
ways:
•	 Network losses: Reducing flows on the network by 

matching generation and demand, particularly at 
times of high energy flows, has benefits to con-
sumers through reducing losses and therefore 
costs. However, adding generation in a genera-
tion-dominated area (or the equivalent for de-
mand) will increase losses. To a large degree these 
benefits are already factored into the market ar-
rangements we have, and are independent of 
whether the local generation is contracted with 
local customers or not—only the physical location, 
quantity, and timing relative to the system matter. 

•	 Network constraints and investment: Again, re-
ducing flows, at times when local peak flow ap-
proaches system capacity, can help avoid situa-
tions where network constraints are reached, and 
hence avoid costly action. Reinforcement invest-
ment is driven by expected future capacity limits 
(constraints) being reached, so deferring invest-
ment is the longer term analogue of avoiding con-
straints. Whereas the regulatory framework en-
ables network companies to remunerate these 
benefits, this practice is currently not well 
established.

which activities should be licensed. In answering 
these questions, we believe that to maximize con-
sumer benefits, regulatory structures (e.g., licencing, 
industry codes, etc.) should not unduly prevent the 
emergence of business models (local or otherwise) 
that are in the long-run interests of consumers. Our 
current move to a more principle-based form of regu-
lation could improve the regime’s compatibility with 
a more general legislative or authorization-based 
regulatory framework, if we were to move away from 
licences.

Overall Challenges to Regulation
The developments set out previously raise some diffi-
cult questions that we, consumer groups, govern-
ment, and broader civil society will need to wrestle 
with:

a)  Is it in consumers’ interests for greater consum-
er differentiation/segregation (by location or other 
characteristic)?

b)  Should the right to consumer choice be a uni-
versal principle?

c)  New approaches may bring with them new 
risks; should all consumers bear the risk of failure of 
these approaches, or only those that benefit?

d)  Should domestic consumers expect the same 
standards of protection irrespective of the type of 
service or provider they choose? 

e)  Conversely, should consumers be allowed to 
choose less protection if they determine the benefits 
are worth it? 

Although we do not want to prejudge this debate, 
it seems to us that guiding considerations should be 
to reduce entry barriers where practical and that one 
consumer’s choice should not be constrained unfair-
ly as a result of the choices of other consumers. 

Network Impacts and Implications

Introduction
There are unique features of the electricity system 
that make understanding the implications of local 
energy models more complex compared to most 
other products/sectors.

The electricity system is an interconnected system 



The ICER Chronicle
Edition 7 (August 2017) 24

the value of relieving constraints and deferring in-
vestment where that applies. We also note potential 
interactions with recovery of sunk and fixed network 
costs. The remainder of this chapter explores these 
two issues.

Incentives to maximise the value of local 
projects
We want to ensure that the growth of local energy is 
incentivized where system benefits can be realized. 
This will depend on incentives and price signals that 
are reliable over investment time-frames. The main 
options for providing this signal are a contract with 
or tariff from the network company/system operator, 
which signals the value of the project to the system, 
or an established liquid market.

Contractual relationships and geographic varia-
tion in tariffs are feasible in the near term to reflect 
the network benefits of local resources—albeit more 
practical experience is needed to establish these as 
common practice. We see some interesting develop-
ments beginning to emerge, but more action is need-
ed at both the distribution network operator (DNO) 
and national level.

An interesting alternative solution is that, if mar-
ket conditions (and technological capability for local 
trading infrastructure) permit, liquid local markets 
could emerge. This would involve a system of local 
trading and balancing, analogous to the way national 
balancing arrangements work (where we try to keep 
as much balancing activity as possible in the 
market). 

For this to work at local levels, there would need to 
be a high penetration of local trading (which may oc-
cur in some situations but seems less likely to be 
widespread in the next few years) or a system of pric-
ing signals that allows generation and demand to op-
erate independently. We see more prospect for local 
balancing to emerge as a response to wholesale mar-
ket price signals rather than network constraints. 
This will allow local energy projects to net-off their 
contractual obligations cost effectively rather than 
having a large supplier balancing for them. 

At present, aggregate flows on GB electricity 
networks are falling, so in most locations capacity 
limits and constraints are not a current issue and 
the benefits of action to avoid them are low. How-
ever, in some locations either demand or genera-
tion may be increasing toward capacity limits and 
the benefits of avoiding constraints or deferring 
investment can be substantial. With the expected 
growth of electric transport and heating, location-
al hotspots and flexible options to resolve them are 
likely to increase substantially.
In both cases, it is important to consider impacts 

on network costs, rather than the short-hand of ‘use’ 
of the network, or a particular part thereof. Most net-
work costs are sunk and fixed, and not reduced 
through lower network flows. It is often misleading, 
in terms of economic signals, to focus on ‘use’ of the 
network. 

As noted in the previous chapter, balancing gener-
ation and consumption can also help reduce energy 
imbalances managed by the system operator. Again, 
the costs and benefits relating to imbalance are re-
flected in current market arrangements (i.e., avail-
able to market participants). Nonetheless, local mar-
kets or local balancing arrangements that allow local 
suppliers to better manage the risks they face (such 
as imbalance risk) are valuable, not least because 
simpler access requirements can increase the ability 
of smaller businesses to participate. 

The network benefits that local projects might cre-
ate are not, therefore, universal; they are determined 
by the prevailing physical system characteristics and 
consumer behaviors in a specific area and can change 
over time (real-time, daily, seasonally, etc.).

Implications for Network Regulation
Similar to retail markets discussed previously, the 
growth of local energy may challenge ‘status quo’ 
regulatory arrangements for networks and the wider 
system. 

We want to ensure as far as possible that our regu-
latory framework provides a level playing field for all 
business models, fairly reflecting cost and benefit 
impacts. We recognize some regulatory change may 
be needed to facilitate this—particularly to reflect 
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a)  Network cost charging models should reflect 
the value (and cost) of any connection to the main 
network being predominantly in the form of ‘insur-
ance’; and,

b)  On efficiency grounds, distortions are mini-
mized if network users who have more realistic op-
tions to avoid costs make less contribution to reve-
nue recovery, so that they do not act to avoid costs 
entirely (for example by moving to a private wire or 
behind the meter arrangement that is less efficient). 
This would ensure the broader consumer experienc-
es a smaller cost increase than could otherwise be the 
case if those with the choice decided to defect from 
the grid. In translating these considerations into spe-
cific regulatory decisions, considerations other than 
economic efficiency (such as distributional conse-
quences) will be important.

Conclusions
This paper explored the complex and rapidly evolv-
ing world of local energy. In particular, we have 
sought to illuminate and identify some of the cir-
cumstances in which they may drive consumer 
benefits. 

We believe that the viability of local energy models 
should be founded on improving consumer outcomes. 
Consumers should be fully informed about the choic-
es they are making and the potential risks and re-
wards. The viability of projects should not be based on 
avoiding fair contributions to the system’s shared in-
frastructure. In general, consumers’ interests (stan-
dards of protection, market and system integrity) are 
likely to be better served by all consumers being part 
of an integrated system that allows for diversity of size 
and scope. Where possible, we aim to ensure that price 
signals are cost-reflective, and to use a market-based 
approach to investment allocation. All of these re-
quirements can be delivered through local balancing 
or market arrangements, provided they are designed 
with those requirements in mind.

The regulatory framework will need to evolve to en-
sure consumers’ interests are realized in the future en-
ergy system. Although no-one can be certain about 
what the system will look like, we believe that we can 
best protect consumers’ interests by adopting a flexible 

Network cost recovery arrangements
Although some consumers may wish to completely 
defect from the grid for non-cost related reasons, it 
seems unrealistic that we will see such a shift from the 
majority of GB consumers, even if we look decades 
ahead. A more likely outcome (in the short term at 
least) is the emergence of local micro-grids, where 
parties may seek to avoid certain network costs but 
still maintain a connection to the grid (either as an ‘in-
surance policy,’ or to sell surplus generation).

Parties engaging in these models, or proposing vir-
tual alternatives across the network, are already 
seeking to offer discounted tariffs to consumers, for 
example, by only paying for (and hence needing to 
recover) the marginal cost of their activities. In par-
ticular, they seek to avoid paying for the sunk costs 
associated with pre-existing network infrastructure. 

From a regulatory perspective, this highlights the 
fundamental tension between economic efficiency 
and fairness. There are efficiency arguments for 
charging consumers (including local energy con-
sumers) only the marginal impact of their activities. 
However in practice, continued growth of these mod-
els could have considerable implications for how 
other network costs are recovered. Whilst the imme-
diate consumers of such local schemes will benefit 
from reduced costs, the remaining consumers may 
increasingly have to pay a higher proportion of the 
costs of the infrastructure needed to maintain this 
essential service for all consumers. These changes in 
cost burdens seem likely to have distributional ef-
fects—for example with relatively less well-off con-
sumers being less able to take advantage of such of-
ferings and bearing higher costs as a result. 

We believe that making incremental price signals 
as cost-reflective as possible and minimizing distor-
tions from the recovery of fixed and sunk costs will 
lead to the most robust system possible, to foster sus-
tainable business models (including local energy) 
that deliver value to the system, to market partici-
pants and to consumers. 

Where consumers are able (and willing) to change 
their energy arrangements to realize the benefits of 
local energy (e.g., by avoiding certain network costs), 
we consider:
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approach to regulation which relies on learning over 
time. Moving toward a regulatory framework based 
more on principles and outcomes seems likely to be 
more robust to future developments. At the same time, 
we will need to ensure that regulatory arrangements 
enable the emergence of business models that are in 
the long-run interests of consumers.

End Notes
1	 In this context, a benefit can relate to enhanced local energy 

outcomes, or broader social, economic, environmental, or other 

outcomes identified as an objective by the local participants.

2	 The geographical scale of local is ultimately determined by the 

shared interests of the parties involved. The shared interests of 

some parties might mean that they develop schemes that operate 

across different DNO borders (possibly some local supply schemes). 

But it is more likely that local schemes will operate in areas smaller 

than individual distribution licence areas. 

3	  Information about supply market shares is available here.
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Energy Market Reform and Surveillance 
Commission in Japan
Takehiko Matsuo and Yutaro Fujimoto

Since the Great East Japan Earthquake in 2011, Japan 
has undertaken significant energy market reform. 
The reform consists of multiple steps. As of April 1, 
2017, the electricity and gas retail markets were fully 
liberalized, and our regulatory commission, the Elec-
tricity and Gas Market Surveillance Commission 
(EGC), was established to surveil energy markets, 
which have seen significant changes with this mar-
ket reform. In this article, we describe the overview 
of this energy market reform and explain our com-
mission’s role and achievements.

Overview of Energy Market Reform in 
Japan

Electricity
In the past, the electricity used in homes and busi-
nesses was sold exclusively by the single power com-
pany in each region with a monopoly (General Elec-
tric Utility (GEU), such as Tokyo Electric Power Com-
pany, Kansai Electric Power Company, etc.) After 
2000, we began incrementally liberalizing the Japa-
nese electricity market and finally, full liberalization 
was introduced to the Japanese electricity market in 
2016. This allows families, shops, and all consumers 
to choose freely from a variety of power companies 
and price plans. In 2020, the transmission sectors of 
GEUs are to be legally unbundled from their genera-
tion or retail electricity business sectors to maintain 
neutrality and fairness in transmission sectors.

As of May 11, 2017, 380 non-GEU business entities 
have been registered as electricity business retailers 
under the Electricity Business Act. These entities are 
from various business sectors including natural gas, 
telecommunications, broadcasting, railways, and so 
on. Some of these entities are supported by regional 

governments. The share that new entities represent of 
the entire electricity market is about 8 percent as of 
January 2017, whereas the share of GEUs is 92 
percent.

As for the wholesale market, the Japan Electric 
Power Exchange (JEPX), a wholesale power exchange 
market in Japan, was established in 2003. JEPX’s cur-
rent share of total wholesale trades is only around 3 
percent, but GEUs, who have more than 90 percent of 
the generation capacity and retail market share, have 
committed to start purchasing 20-30 percent of the 
electricity they sell via JEPX (so-called “gross bid-
ding”) within a few years, so the volume of transac-
tions at JEPX will increase dramatically. Further-
more, it has been decided that implicit auctions for 
use of interconnection lines between each GEU will 
be introduced in 2018, which is expected to contrib-
ute to further increasing transactions at JEPX as well 
as more efficient use of interconnection lines.

Gas
In Japan, gas is supplied to consumers through pipe-
line networks in certain areas of Japan (Pipelined Ar-
eas), whereas it is supplied in gas cylinders in other 
areas where pipelines have not yet been constructed 
due to lower demand volume or any other deciding 
factor. In the past, each region of the Pipelined Area 
(which covered approximately 6 percent of the land 
area, but accounted for approximately 60 percent of 
consumption in Japan as a whole as of fiscal year 
2015) was monopolized by one gas company (General 
Gas Utility (GGU)) as was the case with the electricity 
market. In advance of electricity market liberaliza-
tion, the pipelined Japanese gas market was partially 
liberalized, beginning in 1995 and finally, full liberal-
ization was introduced on the pipelined Japanese gas 
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is made completely transparent, and our initial pro-
posals are an important step in maintaining indepen-
dence of the market rules from interest groups.

The EGC Commissioners
The EGC commissioners have various backgrounds 
in economics, law, engineering, finance, and ac-
counting. They are independent of interest groups as 
well as political and governmental agencies.

Achievements
On the date of this article’s submission, we had been 
operating for more than one and a half years. In this 
time, we have had various accomplishments. The fol-
lowing is a partial list of accomplishments.

Market Surveillance to Ensure Proper Energy 
Transactions
In the beginning, we made significant efforts to con-
struct mechanisms to monitor the energy market 
and collect accurate information, such as a frame-
work of regular reports to our commission and a 
framework of regular audits of certain electric power 
and gas companies. During such monitoring and in-
formation collection activities, we found some prob-
lematic company conduct and provided administra-
tive guidance and issued admonitions in response to 
some of the cases. 

Preparation for the Launch of Full Electricity 
and Gas Retail Market Liberalization 
Although full electricity and gas retail market liber-
alization had already been determined by legislative 
law, there were a number of practical arrangements 
that were necessary before the actual launch of liber-
alization was feasible. 

For instance, we conducted a screening process for 
applicants in registering as electricity or gas business 
retailers, which has now reached 380 entities as of 
May 11, 2017, and 37 as of May 24, 2017, respectively, 
as described previously. Also, to ensure proper and 
fair transactions, we reviewed electricity and gas 
transmission and distribution tariffs and general 
terms and conditions for transmission and distribu-
tion services in 2015 and 2016. Moreover, to demon-

market in April 2017. In 2022, the pipeline sectors of 
major GGUs are to be legally unbundled from their 
manufacturing or retail gas business sectors.

As of May 24, 2017, 37 business entities (mainly 
power companies) have been registered as new gas 
business retailers based on the Gas Business Act and 
are now launching their gas retail business.

The Commission
Japan’s electricity and gas markets have been chang-
ing dynamically in recent years. Our organization 
was established as a response to the situation on Sep-
tember 1, 2015. 

Electricity and Gas Market 
Surveillance Commission (EGC)

The Role of EGC
In the implementation of energy market reform, our 
independent and highly expert commission was es-
tablished as a new regulatory organization with the 
aim of greatly improving surveillance capability and 
securing adequate transaction volumes in the energy 
market. Actually, we were established as the Electric-
ity Market Surveillance Commission on September 1, 
2015, and, subsequently, the mission expanded to gas 
and heat power, which meant changing the name to 
the Electricity and Gas Market Surveillance Commis-
sion on April 1, 2016.

To ensure proper transactions in the energy market, 
our commission has two roles. The first is to conduct 
surveillance of the behavior of market participants to 
ensure that competition is maintained and that con-
sumers are protected. This role also includes examin-
ing applications made by potential new entrants into 
the energy market and determining their suitability 
before advising the Minister on their registration. 

The Commission’s second role is to make the initial 
proposals to the Minister of Economy, Trade and In-
dustry for changes to market rules. The Minister is not 
obliged to follow every recommendation we make; 
however, our recommendations must always be re-
leased publicly, and we can ask the Minister to report 
on policies the Minister has created that take our rec-
ommendations into consideration. Thus, rule-making 
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ences, such as the Organisation for Economic 
Co-operation and Development Network of Econom-
ic Regulators and the Asia Pacific Energy Regulatory 
Forum 2016 (APER) to learn from that international 
experience. Also, we have communicated with many 
foreign energy regulators and professionals, and 
signed a memorandum of understanding with the 
U.S. Federal Energy Regulatory Commission to share 
know-how, practical experience, and other informa-
tion in September 2016. In 2018, we are going to host 
APER 2018 and hope to strengthen our international 
relationships in various ways.
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strate both problematic and preferable practices 
within the new electricity and gas market in comply-
ing with relevant transactional regulations, we pro-
posed guidelines for the electricity and gas business 
and transactions in 2016 and 2017. 

In addition, to successfully achieve full retail liber-
alization, it is quite important that consumers have 
an adequate understanding of liberalization and 
make appropriate choices without experiencing 
trouble. For that purpose, we conducted PR activities 
both before and after the electricity and gas retail lib-
eralization, including workshops and PR events, cre-
ation and distribution of PR posters and leaflets, me-
dia advertising, and a portal website and call center.

Activities Promoting Economic Efficiency and 
Active Competition
As explained, one of our missions is to make the ini-
tial proposals to ensure proper energy transactions. 
As part of this mission, we have conducted policy 
planning. 

For example, we have planned for the reform of the 
electricity transmission and distribution tariff struc-
ture to provide correct investment incentives for the 
generators and for large-scale consumers (manufac-
tures, etc.) who will receive discounted rates based 
on the distance from their facilities to the generators. 
Activation of power exchanges is another one of our 
big challenges (in December 2016, the power ex-
change’s share of total electricity sales in Japan was 
only 3.4 percent) and we have promoted transferring 
surplus electricity power from GEUs to the wholesale 
market. GEUs have also made commitments to this 
“gross bidding” process after significant discussion 
between GEUs and the EGC, which should allow for 
progress in activation. Additionally, we prepared for 
negawatt transactions and auctions for procurement 
of balancing reserves and evaluated the competition 
in the electricity market.

International Affairs
Because we are still in the early stages after our estab-
lishment, we have an emphasis on international af-
fairs to learn from foreign practices. We have partici-
pated in various international regulatory confer-
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Utilities, Regulators, and Cybersecurity
What Regulators Actually Need to Know
Andreas D. Thanos1

Introduction
I started planning this essay while preparing for a 
cybersecurity-related presentation to my colleagues 
at Mexico’s Comisión Reguladora de Energía last 
November.

Over the years, I have sat in on desktop exercises, 
in presentations that have listed all of the attacks du 
jour, and presentations where the speakers explained 
how easy it is for IT systems to get compromised. I 
have read position papers and looked at “toolkits.” 
This is not that bad if you enjoy information over-
load—I do. In fact, it helped me identify what is truly 
useful and what is not.

Before proceeding, it is important to appreciate 
why regulators are concerned with cybersecurity. It 
is understood that a cybersecurity breach of a utili-
ty’s IT infrastructure will have a detrimental effect on 
the affected region. Although it is often difficult to 
measure the non-monetary impact of power outages, 
a fairly recent example from the Boston, Mass. area 
in the U.S. provides a solid reference point—at least 
on the financial costs. On March 13, 2012, a fire erupt-
ed in a transformer station in downtown Boston. 
This accidental transformer fire affected approxi-
mately 22,000 customers, some of whom were left 
without power for three days. The financial cost of 
this isolated accident was estimated between 
$2.5 million and $3 million. The event was not part of 
an organized attack on the company’s system; thus, it 
was fairly easy for the utility to identify, isolate, and 
fix the problem. Experts predict that a cyber-attack 

1	  Andreas Thanos is a Policy Specialist with the Massachusetts Department of Public Utilities and Chair of NARUC’s Staff Subcommittee 

on Gas. The article presents the author’s views and not those of the Massachusetts D.P.U., the Commonwealth of Massachusetts, NARUC, 

or any of their affiliates. 

on a utility will not affect one single transformer or 
section of the distribution system; rather, they ex-
pect that it will have multiple targets deliberately af-
fecting the distribution system and shutting power, 
gas, or water to hundreds of thousands of customers. 
Thus, it is expected that the financial cost can easily 
rise to hundreds of millions or more.

Background
The role of the regulatory agency is to work with the 
distribution companies, electric, gas, steam, or water 
to ensure the delivery of utility services to consumers 
reliably, safely, and at the lowest possible cost. Until 
recently, most regulators have been comfortably pro-
viding economic oversight. This legislated oversight 
ensured that as long as utilities maintained their reli-
able, safe, and low-cost service, they would be guar-
anteed the recovery of reasonably incurred costs. 
Rate design and cost of service—the two pillars of util-
ity regulation have remained unchanged for genera-
tions. Economics and accounting are two disciplines 
not known for dramatic and/or rapid changes.

Enter technology. As the technology used to deliv-
er utility services evolved, it shifted from manually 
operated valves and switches to computer-based 
functions in all areas of operations: from customer 
information to billing and everything in between. 
Regulators have previously approved recovery of the 
costs associated with the acquisition of information 
technology (IT) resources needed to perform those 
tasks electronically. As the use of technology 
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expands, these IT resources can now be accessed re-
motely, which brings up the question of what needs 
to be done to ensure that this technology is beyond 
the reach and eventual control of unauthorized us-
ers; how is it understood by the regulators and ulti-
mately, how will it be paid for—including the efforts 
to keep the technology safe from potentially disrup-
tive activity.

It is very common, when we talk about cybersecu-
rity, to focus narrowly on the electricity sector. Re-
cent developments in the electricity sector, especial-
ly with the introduction of the smart-grid concept, 
seem to have put the sector in a more vulnerable po-
sition. However, the telecommunications, gas, and 
water sectors also rely heavily on technology. For in-
stance, once we recognize that natural gas is not just 
used for cooking and heating, it becomes easier to 
realize that a well-orchestrated attack on the natural 
gas infrastructure leading to disruption, will have a 
costlier economic and social impact than an attack 
on the electric grid alone. In the United States, an at-
tack on the gas grid has the potential to knock off 
more than 27 percent of electricity generation.2 The 
same applies to water, where a malicious breach can 
affect a significant part of the population working 
and living in urban centers.

Viruses and threats to computer systems go back 
to the early days of computing, leading to the 1980 
FBI call for the First Computer Misuse Act. Since 
then, a series of events have brought awareness of 
the existence of cyber-threats to regulators and con-
sumers. For regulators, the 23 December 2015 inci-
dent in Ukraine3 helped drive the point to the prover-
bial home.

2	  Source: https://www.eia.gov/electricity/data.cfm#generation. 

3	  On December 23, 2015, Kyivoblenergo, a regional electricity distribution company in Ukraine, reported service outages. The outages were 

due to a third party’s illegal entry into the company’s computer and SCADA systems. The outages were originally thought to have affected 

approximately 80,000 customers. However, the actual number of customers who lost power as a result of the breach reached approxi-

mately 225,000. (Source: NERC) 

4	  DHS: Department of Homeland Security; TSA: Transportation Safety Administration; ISCD: Infrastructure Security Compliance Division; 

NIST: National Institute of Standards & Technology; NERC: North American Electric Reliability Corporation; FERC: Federal Energy Regu-

latory Commission; AGA: American Gas Association; DOE: Department of Energy; GTI: Gas Technology Institute; PHMSA: Pipeline & 

Hazardous Materials Safety Administration; WSSC: Water Sector Coordinating Council. 

This is where the confusion on what regulators 
should know and should or can do, arises.

The question that seems to concern many regula-
tors today is “How to stay up-to-date?” Some regula-
tors and staff have taken it upon themselves to dig 
deeply into all aspects of cybersecurity. The tabletop 
exercises, the toolkits, the presentations I mentioned 
previously, all provide seemingly useful information. 
However, none of them can provide the know-how to 
help evaluate the specific tools used by utilities to en-
sure the integrity of their systems. Cybersecurity is 
not only a continuously evolving field; it is a fast 
evolving, highly technical field. By the time a regula-
tor has started understanding it, technology has al-
ready advanced to its next iteration.

To add to this, there is a large group of federal and 
industry organizations that are working, sometimes 
together other times independently, to share existing 
or develop their own sets of standards, technologies, 
and policies. In the United States alone, a quick, off-
the-top listing includes DHS (TSA & ISCD), NIST, 
NERC, FERC, AGA, DOE, GTI, PHMSA, WSCC and a 
few entities with National Lab at the end of their 
names.4 These organizations are truly and genuinely 
working to help their affiliated and member indus-
tries. They provide solid information and advice. In 
addition to these industry groups, consultants and 
academic institutions have sprung up offering secu-
rity training and awareness, adding to the fears and 
confusion, which have regulators wondering wheth-
er they are doing enough.

Understandably, regulators want to know what is 
going on. In doing so, they are bombarded with jar-
gon and more information that they should actually 
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care for. A simple comparison can highlight the 
point. For that, I will use a “gas-related” subject. A 
regulator should understand that poor planning can 
leave a utility with insufficient resources to meet its 
peak demand resulting in system pressure loss, pos-
sibly shutting down sections of the system and other 
unpleasant and potentially dangerous consequenc-
es. The gas regulator has clearly understood and ac-
cepted that, as long as the gas distribution company 
follows standard industry practices, the safety and 
wellbeing of the utility’s customers are ensured. The 
utility shows compliance and the regulator allows a 
certain rate of return. Regulators rarely, if ever, re-
ceive training or visits by econometricians or gas 
traders updating them on the latest tools available to 
the utility to forecast load demand or how to acquire 
commodity and capacity. Regulators accept industry 
standards as they are presented to them.

However, when the topic is cybersecurity, regula-
tors allow experts to deluge them with detailed infor-
mation; information that more often than not is too 
complicated and/or will soon become outdated or get 
revised.

In the cybersecurity sphere, when looking back, 
one will notice that little has changed in regards to 
what regulators can actually understand and ad-
dress. The same general classification of players as 
Mainstream, Organized, and Terrorist/Sates has ex-
isted for several years. Even if the labels changed, 
they would still describe the same groups. The tools 
used by these players have not changed much either: 
Denial of Service, Malware, Phishing, Social Engi-
neering, and Zero Day Exploits remain the general 
classifications of the attackers’ tools and techniques. 
In fact, even the hacking tools themselves, are irrele-
vant to regulators as neither now, nor in the future, 
will they possess the technology or expertise neces-
sary to defend against them. All regulators need to 
understand, and the 2007 Idaho National Labs’ “Proj-
ect Aurora” showed, is that a serious cybersecurity 
breach can cause severe damage.5

My position is that as we have accepted the wis-

5	  The 2007 Idaho National Labs’ Project Aurora demonstrated how a cyber-attack can destroy physical components of the electric grid. In 

fact, the project showed how a computer program can cause a diesel generator to destroy itself.

dom that investment in the physical safety of the in-
frastructure is an intelligent choice, we should also 
accept that utilities need to invest in strengthening 
their cyber-related operations.

Today—Now
So, what is a regulator to do? A quick answer is to 
continue with business as usual but understand that 
investment in cybersecurity is something that needs 
to be addressed by regulators for the utilities they 
regulate. Therefore, all reasonably incurred costs 
need to be recovered by the utilities. It does not only 
sound simple, it actually is simple. And here is the 
reason.

A regulatory agency has four fundamental goals: 
(1) ensure that consumers receive reliable service; (2) 
the service consumers receive is provided safely; (3) 
consumers are protected both in terms of pricing as 
well as personal financial information; and (4) a util-
ity is allowed to recover all reasonably incurred costs 
and earn a profit.

Because cybersecurity is the “plate du jour” a regu-
lator’s first reaction would be to acquire the technical 
expertise that allows for a proper review of the juris-
dictional utilities’ proposals. This is a noble and com-
mendable idea, but it lacks merit. State/local and 
federal/national agency budgets are rarely adequate 
to properly compensate such expertise. Even when 
an agency has the funds to hire and train someone on 
cybersecurity, it is not uncommon for individuals to 
acquire the expertise and relevant security clearances 
while working for a government agency and move on 
to the private sector, where their skills and security 
clearance can be rewarded handsomely.

Although not having the technological expertise 
in-house sounds like a losing proposition, it actually 
is not. Looking at the various areas we regulate it be-
comes obvious that, in some, regulators lack specific 
expertise. Many regulatory agencies approve retire-
ment plans and proposals but do not have retirement 
experts to review the utility’s proposals. Regulators 
do not have IT experts determining whether the cur-
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rent IT infrastructure is ideal, but at the end of the 
day, these regulators approve most of what utilities 
propose. Finally, regulators do not have the engineer-
ing expertise to determine whether the pipes laid in 
the ground to transport water or natural gas or the 
wires hanging overhead are of the stated or ideal 
(whatever the definition may be) quality. We accept 
certain utility and industry proposals as facts.

Further, regulators recognize that in addition to 
lacking the technical expertise there is a fine line be-
tween regulating and micromanaging.

Having understood their role, many regulatory 
agencies developed guidelines that are primarily 
based on the principles of communication and edu-
cation. The review of cybersecurity-related efforts 
should be based on these same principles.

Communication and Education
Being concerned about energy delivery is under-
standable. According to ICS-CERT,6 energy comprises 
approximately 56 percent and water 5 percent of the 
United States’ critical infrastructure. Rarely if ever, 
state regulators supervise interstate commerce 
(pipelines or transmission lines). In regards to criti-
cal assets, the majority of state regulatory commis-
sions only have oversight of the level’s critical assets 
at the local distribution level. These critical assets 
include:
•	 Utility IT systems: all computers, modems, clients, 

servers;
•	 Utility Control Systems: SCADA, Communications, 

Controller Devices; and
•	 Utility Infrastructure: pipes in the ground, lines, 

transformers, etc.
In regards to cybersecurity, regulators and utilities 

need to consider the following: jurisdiction, liability, 
c o n f i d e n t i a l i t y,  a n d  u n d e r s t a n d i n g  o f  t h e 
technology.

Jurisdiction is very closely guarded by both 
federal/national and state/local regulators. Because, 
under certain circumstances, oversight may overlap 
regulators should recognize that an entity may be 
subject to oversight by several agencies. In most 

6	  ICS-CERT: Industrial Control Systems Cyber Emergency Response Team, part of the U.S. Department of Homeland Security.

instances, the various regulatory bodies cooperate 
for the benefit of the customer.

Liability is another area of concern. What is the 
role of the regulatory agency? Does the approval of a 
proposed cybersecurity defense strategy provide a 
utility with adequate protection against future liabil-
ity claims? How liable is the commission in the event 
a proposed strategy does not prove successful?

Confidentiality is of utmost concern to most util-
ities. By divulging its cybersecurity strategy, whether 
during a rate proceeding or during the course of 
cybersecurity-related communications, a utility may 
end up rendering its defense plan weaker. In addi-
tion to being targeted by hackers frequently, govern-
ment agencies are subject to Freedom of Information 
Act requests that may result in information being 
unnecessarily shared with potential perpetrators.

Finally, understanding the technology and the 
costs associated with it, may be the biggest challenge 
the parties encounter, for the reasons mentioned 
earlier.

Many regulatory agencies (including those in 
Iowa, Massachusetts, New Jersey, New Hampshire, 
and New York, to name a few) have established gen-
eral guidelines regarding the activities and steps that 
need to be undertaken by utilities to demonstrate 
that they are addressing cybersecurity-related con-
cerns. For the most part, they follow the Critical In-
frastructure Protection (CIP) standards developed by 
NERC.

The review processes established by the various 
regulatory commissions incorporate regular and 
emergency meetings between regulators and utili-
ties, to ensure compliance to NERCCIP standards and 
some type of certification (self-certified or third-party 
certified) regarding compliance with established 
standards and incident reporting protocols. It is not 
necessary for regulators to delve deeper into cyberse-
curity. As the technology evolves, regulators will be, 
inadvertently, left behind. For the purposes of the 
state utility regulator, it does and should not matter 
whether a threat comes from a terrorist group in a 
hostile country or an adventurous teenager in a sub-



The ICER Chronicle
Edition 7 (August 2017) 35

stand and appreciate that others less technologically 
challenged have, in cooperation with the intelligence 
agencies, developed recommendations on policies 
and technology to secure, as confidently as possible, 
the IT infrastructure of the regulated utilities.

However, it is very important that regulators con-
tinue their communication with the regulated utili-
ties because they need to understand the costs asso-
ciated with cybersecurity efforts. A good under-
standing of the utilities’ efforts will allow regulators 
to reach an educated conclusion when determining 
cost recovery of cybersecurityrelated efforts.

Finally, in regards to regulatory agencies and utili-
ties that have not developed solid cybersecurity 
plans, it is important to follow the lead of those who 
have already developed such policies and plans. The 
threat exists and will remain. There is no need to re-
invent the proverbial wheel—just follow the lead of 
your colleagues in other states and countries.

Closing Thought
Master Sun in the Adaptations chapter of the book, 
The Art of War said: So, the rule of military operations is 
not to count on opponents not coming, but to rely on hav-
ing ways of dealing with them; not to count on opponents 
not attacking, but to rely on having what cannot be 
attacked.”

Regulators are constantly bombarded with infor-
mation. Cybersecurity has become, and rightfully so, 
a top priority. Attacks on utilities will take place. 
What the attackers’ target is, what their goal is, or 
what specific hardware and code exists to fend off 
hackers is not necessarily something that regulators 
need to know. The utility CTO or CIO should know, 
but a commissioner or commission staffer does not 
necessarily need to. The intelligence community 
possesses a lot of information on past, current and, 
possibly, future cyber-attacks. It is better that regula-
tors facilitate communications between the intelli-
gence community and utilities than it is to receive 
information that is of no use to them. All regulators 
need to know is that: (a) the threat is real; (b) the util-
ities under their jurisdiction have adopted a set of 
guidelines consistent with the recommendations of 
the intelligence community; (c) the guidelines are 

urban basement. We do not possess the knowhow to 
determine the geo/political impact of a cyber-attack. 
All regulators need to know is that the utilities should 
be and are prepared; that the utilities’ corporate cul-
ture and governance, foster an environment that has 
elevated cybersecurity to a high enough level that the 
utilities’ Chief Executive Officer understands the 
concerns and embraces the proposed solutions.

Moving Forward
Regulators must accept that the utilities under their 
jurisdictions will be attacked. In fact, they are con-
stantly and daily under attack, regardless of whether 
the regulators are aware of it or not. On occasion, 
these attacks will be successful. Because cybersecuri-
ty is a fast-evolving field and regulators cannot con-
stantly remain up-to-date, guidelines are preferable 
to regulations. Due to their nature, guidelines pro-
vide more flexibility for adjustments than regula-
tions do. Ensuring reliance on guidelines versus 
strict adherence to regulations will allow the regula-
tors to become comfortable that the utilities they 
oversee have developed and adjust or will develop 
and adjust cybersecurity policy that incorporates 
preparedness, prevention, response, and recovery.

The jurisdictions that have already established a 
set of guidelines should periodically review them in 
cooperation with the utilities and revise them—if 
necessary. This way, utilities will know what is ex-
pected of them. For regulators, this is of equal impor-
tance for two reasons: first, the safe and reliable de-
livery of utility services is one of the regulators’ goals; 
second, a good understanding of cybersecurity activ-
ities will allow the regulators to better inform the 
public if necessary.

Regulators must maintain a cybersecurity-related 
function that does not only allow the communica-
tions between the regulated entity and the regulato-
ry agency, but also fosters cooperation among the 
regulated utilities. Utilities use similar hardware and 
software. If one utility detects an issue with its tech-
nology it should be encouraged to share the informa-
tion with all utilities in a safe and secure manner. But 
regulators do not need to be experts in the technolo-
gy used to combat cyber threats. They need to under-
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implemented; (d) cybersecurity is a continuously 
evolving space; and (e) utilities that follow the guide-
lines must recover the associated costs.
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Regulating ‘Energy Ladder’ Products 
and Services
Delivering Vital Energy Services Using Off-Grid, 
Mini-Grid, and Micro-Grid Power Systems

Tom Stanton1 and Erik E. Nordman, Ph.D.2

Abstract
The technical means already exist for providing elec-
tricity’s benefits to both the estimated 1.2 billion peo-
ple presently without service and the estimated bil-
lion more with unreliable grid service worldwide. 
Depending on the end uses served and equipment 
used to serve them, systems using neither long-dis-
tance transmission nor extensive local distribution 
can already prove fully cost-effective, compared to 
the alternatives they will replace. Some of those al-
ternatives are liquid or solid fuels, like kerosene for 
lighting and charcoal, dung, or wood for cooking 
fuel. Or, a conventional alternative could use central-
ized power plants and extensive networks of wires, 
similar to the technologies used to serve most con-
sumers in Europe and North America and in large 
cities and other developed areas in most of the rest of 
the world.

This paper briefly catalogs some of the current 
technologies available for providing electricity ser-
vices, whether or not interconnected to a larger utili-
ty grid. And, it outlines one possible business model 
for regulated utilities and competitive providers de-
livering services using such technologies. For exam-
ple, utilities or other regulated suppliers might pro-
vide financing, quality control and quality assurance, 

1	 Principal Researcher, Energy and Environment, National Regulatory Research Institute. E-mail tstanton at nrri dot org. Affiliation provid-

ed for information only. This article does not necessarily represent the views of NRRI or its board of directors. 

2	 Associate Professor, Natural Resources Management Program, Grand Valley State University, Allendale, Michigan. Email: nordmane at 

gvsu dot edu.

operations and maintenance, and enforcement of 
performance guarantees and equipment warranties. 
The paper also explores one basic approach that reg-
ulators can take, supporting utility participation 
where desirable while providing oversight to prevent 
monopoly abuses.

A major premise is that all utilities have important 
and potentially profitable roles to play in advancing 
rapidly growing markets for off-grid, stand-alone, 
and dual-use products and services. Dual-use equip-
ment can operate either in tandem with the existing 
grid or in stand-alone mode. There is an opportunity 
for all utilities to create value for their stakeholders 
by enabling and implementing a well-designed ener-
gy ladder, meaning a sequence of products and ser-
vices that leads to increasing well-being for custom-
ers that are presently unserved or underserved.

Introduction and Scope of the  
Problem
Up to two billion people presently live in chronic con-
ditions of energy poverty. They lack access to reliable 
and affordable energy for meeting even the most ba-
sic human needs. For some, the grid has not yet 
reached their villages. For others, especially in cities, 
grid-based electricity may technically be available 

mailto:tstanton%40nrri.org?subject=
mailto:nordmane%40gvsu.edu?subject=
mailto:nordmane%40gvsu.edu?subject=
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plan for transforming remote off-grid and mini-grid 
systems by absorbing and consolidating them into 
the larger distribution system.

New and emerging technologies produce and de-
liver electricity economically, at a much smaller 
scale, and without the centralized, traditional fuel 
delivery or macro-grid wires infrastructure that elec-
tric utility companies typically have deployed. The 
costs of PV systems, batteries, and end-devices (such 
as LED lanterns and mobile phones) have fallen rap-
idly in recent years. These stand-alone options are 
often cost-competitive compared to, for example, 
kerosene lamps (Phadke, Jacobson, et al. 2015). Sys-
tems ranging in size from “pico scale” solar lanterns 
to large area micro-grids can be implemented rela-
tively quickly, to deliver vital electricity services to 
potential customers in remote areas. As Savage et al. 
(2010) document, direct current (DC) systems and 
equipment can provide services more efficiently, 
with fewer losses, compared to alternating current 
(AC). They envision a future system where AC elec-
tricity is used for its strengths in high-voltage, 
long-distance transmission, and DC is produced and 
used locally in integrated mini- and micro-grids.

Enhancing electricity access, whether grid, off-
grid, or some combination, will require institutions, 
policies, regulations, and incentives that create and 
maintain a conducive enabling environment (World 
Bank, 2017). Although many of the technical and 
economic dimensions of grid extension and decen-
tralized generation have been analyzed thoroughly, 
the regulatory dimension has received less attention. 
Many utilities have reservations about micro-grids 
and are unsure whether they are “friend or foe” (As-
mus 2015). This paper represents a preliminary at-
tempt to fill that gap by assessing one approach by 
which utilities and regulators can facilitate move-
ment up the energy ladder.

This paper addresses two major questions:
1.	What are the appropriate roles for utility compa-

nies or other licensed providers, in delivering 
stand-alone and dual-use systems in an energy 
ladder hierarchy of products and services?; and,

2.	What are the appropriate roles for utility regula-
tors in this context, in providing the guidance and 

but is unreliable and often prohibitively expensive 
(Clean Energy Solutions Center 2017). They often de-
pend on technologies that are expensive, dangerous, 
and only marginally satisfactory for meeting their 
needs. Improving electricity access and use can im-
prove a community’s quality of life and increase eco-
nomic activity (Phadke, Jacobson, et al. 2015; World 
Bank 2017). Energy access is closely linked to “other 
sustainable development challenges—notably, 
health, education, food security, gender equality, 
poverty reduction, and climate change” (World Bank 
2017, p. xi). For these reasons, the United Nations De-
velopment Program (2017) set a goal of ensuring uni-
versal access to affordable electricity by 2030.

Electricity access can be improved by either: (1) ex-
tending the centralized transmission and distribu-
tion grid system; or (2) using decentralized, off-grid 
approaches ranging from solar lanterns and phone 
chargers to village-scale micro-grids. In this paper, 
the first approach is called “conventional,” and the 
existing grid the “macro-grid.” These two options are 
not mutually exclusive but they do “have different 
capital requirements, serve different population 
densities, and use different technologies” (World 
Bank 2017, p. xvi).

There is some debate over whether the distributed 
energy options are steps on an “energy ladder” lead-
ing toward a centralized grid or a “leapfrog” over 20th 
century energy-service delivery to a new paradigm 
(Levin and Thomas 2016)centralized power systems 
are no longer a necessary condition of universal ac-
cess to modern energy services. Developing coun-
tries, where centralized electricity infrastructures 
are less developed, may be able to adopt these new 
technologies more quickly. We first review the costs 
of grid extension and distributed solar home systems 
(SHSs (Figure 1). In either case, there are important 
reasons for standardizing distributed energy systems 
to ensure they will be compatible and scalable, so 
they can be incorporated in either larger-capacity 
distributed systems or with a centralized grid (Baner-
jee, Barnes, et al. 2015; Palit and Bandyopadhyay 
2016; Saghir 2017). World Bank (2017) notes that the 
two approaches can and should be designed to be 
complementary with thought given to a long-term 
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that proves practical.
Figure 1 illustrates the three different pathways for 

electricity development: conventional, energy lad-
der, and leapfrog. The conventional, macro-grid 
pathway is to have a utility build-out its transmission 
and distribution grid to serve new, previously un-
served customers. The energy ladder approach might 
begin with the smallest systems, intended for single 
home uses, and then could eventually expand to sys-
tems serving multiple buildings. The leapfrog path-
way is included in Figure 1 to spur thinking about 
whether innovative options might provide sufficient 

oversight necessary to prevent adverse monopoly 
behaviors that could otherwise reduce benefits 
and increase costs?
Table 1 lists examples of stand-alone electricity 

systems at all scales from the smallest single-func-
tion or dual-function solar plus battery powered de-
vices commonly called “solar lanterns” to the largest 
micro-grids, that sometimes cover large campuses 
up to 100 MW or more. The major focus, for this pa-
per, is on systems that are capable of operating inde-
pendently of any macro-grid, but a secondary focus 
is on eventual macro-grid integration, if and when 

Table 1: Examples of stand-alone electricity systems at multiple scales

Common name Scale (in Watts) Common usage

pico-grid 101 (10 W)
Typically solar plus battery DC systems, often with LED light and 
cell-phone charger.

nano-grid  
or sometimes SHS 
(solar home 
systems)

102 (100 W)

Typically solar plus battery DC systems

LED light and cell-phone charger, other small electronics.

A/C inverters, appliances powered by automotive batteries and 
generators.

Stand-alone street lamps, for example Soulardarity 2017. 

mini-grid 103–104(1–10 kW)

100-200W “utility in a box” mini-grid model, for community-based 
off-grid systems for low-income agricultural communities; e.g., from 
Development Ventures 2017.

Often as backup or emergency power, for use during macro-grid 
outages. 

Can be either AC or DC.

micro-grid

105 (100 kW)

Micro-grid “kiosk” for charging portable batteries, as described in Louie, 
O’Grady et al., 2015.

ABB modular microgrid in a box. 

106 (1 MW) Frost Valley Summer Camp micro-grid (NY) (Asmus 2015)

107–108(10–100 MW) Micro-grid (e.g., a major university campus or military base) 

Sources: Alstone, Gershenson, Kammen 2015, pp. 308-09; Development Ventures 2017; Louie, O’Grady, et al., 2015; 
Schneider Electric 2017; Soulardarity 2017; World Bank 2017, p. xvi; Zinaman et al., 2015, pp. 32–33. 
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ed utility might be authorized to conduct. Savage 
et al. (2010) point out, a review can start with systems 
that are owned by end-users, are behind the utility 
meter, and never export power to the utility. Stanton 
(2012) proposes a systematic review of existing laws, 
rules, and regulations to determine whether barriers 
exist and start investigating whether and how exist-
ing barriers might be removed. Each jurisdiction will 
ultimately decide whether each function will be 
served by a regulated utility company or a separate 
entity, which will or will not be subjected to regulatory 
or licensing provisions.

Regulating agencies can, as Zinaman et al. (2015) 
note, define the market, unlock financing gaps, and 
enforce technical standards and quality control for 
generation equipment, especially in community 
mini- and micro-grids. Regulating agencies and util-
ities can work together to facilitate movement up the 
energy ladder or leapfrogging by:
•	 Curating products and services to offer and setting  

rates, conditions, financing, and terms of service; 
•	 Setting and enforcing codes and standards for 

service so that connections to a macro-grid might 
never be necessary.

Regulatory Challenges and One 
Option for Discussion
Utilities and regulators have important roles to play 
in advancing electricity access, whether through grid 
connections, an incremental energy ladder, or a 
“leapfrog” paradigm of high-level service based on 
distributed generation. However, existing regulatory 
rules and practices can make it difficult for regulated 
utility companies to have any formal role in deploy-
ing off-grid power systems. Many jurisdictions have 
operated for a century on the premise that an electric 
utility is a natural monopoly that serves all comers in 
a particular service territory: Some jurisdictions 
could find that existing laws impede some of the ave-
nues for utility participation. This discussion eluci-
dates the roles that utilities, regulators, and interest-
ed parties need to consider. Each jurisdiction will 
have to study its own regulatory regime and history 
and determine which, if any, functions that a regulat-

Figure 1: Illustrating three possible pathways for electricity development:  
Conventional, energy ladder, and leapfrog
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Setting and Enforcing Codes and Standards
Standards ensure equipment interoperability, enable 
individual pieces of equipment to work well in both 
stand-alone and grid-connected modes, and ensure 
that equipment will work in various-size networks.  
Bhattacharyya (2013) notes the importance of 
making sure off-grid equipment does not become 
stranded or obsolete. Phadke, Jacobson, et al. note 
that “standardization and centralized production of 
complete systems can reduce component and [bal-
ance of system] mismatch issues and enable more 
careful control of overall system quality” (2015, p. 14).

The regulator can invite utilities, competitive sup-
pliers, or both to present proposals for product or ser-
vice standards. The regulator can have a role in iden-
tifying what authorities will be responsible for set-
ting and enforcing codes and standards. This could 
involve various combinations of international and 
national standards-setting organizations, approved 
equipment testing laboratories, national or subna-
tional consumer protection agencies, the regulatory 
authority itself, and the regulated utility.

Many relevant standards are international in 
scope, including the engineering societies, groups of 
manufacturers, electrical and building code officials, 
and fire protection agencies. For example, the eMerge 
Alliance industry association is working on stan-
dards for DC power systems for both residential and 
commercial buildings. Automotive manufacturers 
are working on standards for electrical vehicle bat-
tery charging (Patterson 2016). In addition, the uni-
form system bus (USB) standard, widely used in cel-
lular telephones, portable computers, and many oth-
er small appliances, already has a “Power Delivery 
Specification” (USB-PD) that covers two-way DC pow-
er flows up to 100 watts, including battery charging 
applications (USB Implementers Forum 2017). In the 
U.S., many power tools across brands use standard-
ized battery blocks. Similarly, standardized battery 
blocks for use with solar, wind, hydro, or human 
powered generators could “hot swapped” for charging 
and use in a variety of small appliances.

Ultimately, each step of the energy ladder needs to 
be considered, and standards developed, so that the 
process of integrating equipment and systems at each 

component parts and systems; 
•	 Educating consumers about product and service 

choices; 
•	 Performing operations and maintenance (O&M); 

and 
•	 Monitoring and evaluating progress toward regu-

latory goals and objectives. 
In the following discussion, each of these elements 

is discussed based on one possible set of ideas about 
appropriate utility roles. This should be considered a 
preliminary proposal intended to promote more 
dialogue.

Curating Products and Services to Offer
In this role, the regulatory authority develops a cata-
log of products and services that defines each step of 
the energy ladder and determines the role of the util-
ity, if any. Banerjee, Barnes, et al. (2015) recommend 
establishing a new planning agency for off-grid elec-
trification and propose that third parties will com-
pete for the regulator’s approval to provide off-grid 
products and services in particular territories

For rate setting, the regulator determines whether 
a regulated rate applies or if rates will be established 
through bilateral contracts between competitive 
suppliers and customers. If a regulated rate applies, 
the regulator determines the rate, terms, and condi-
tions of service. For bilateral contracts, even if the 
regulator does not approve prices, the regulator 
could approve standard contract terms and condi-
tions, or minimum requirements. Pre-paid services 
and/or micro-payments can be helpful, especially 
where the upfront costs are a substantial burden to 
increasing electricity access (Banerjee, Barnes, et al. 
2015).

For financing, the regulator needs to determine the 
utility role(s), if any. Roles range from utility partici-
pation in billing and collections only, to having the 
utility itself provide the financing and earn a regulat-
ed return on its investment. The return can be the 
same as for all utility expenditures, as recommended 
by TFC Utilities (2017) in its “Million Rate Base” con-
cept, or a rate of return can be established, commen-
surate with risk, for the specific investments in ener-
gy ladder products and services.
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ment agencies, such as code officials, economic de-
velopment agencies, and others.

Government might also engage in research, devel-
opment, and demonstration, as China has been do-
ing (Zeng, Zhao, et al., 2014). And another potential 
role is for government to engage in bulk purchasing, 
as suggested by Phadke, Jacobson et al. (2015, p. 15), 
which could help to speed learning and reduce costs. 

Ideas for Next Steps, Moving Forward
This brief paper presents only one approach where 
regulators take an active, participatory role in defin-
ing and implementing a series of products and ser-
vices, designed for systematic integration in an ener-
gy ladder. This is not the only possible approach, but 
it does appear plausible, and the long-term benefits 
associated with the proposed regulatory oversight 
could well exceed the extra costs of standardizing 
and regulating such products and services. Regula-
tors should strive to make this happen in a way that 
does not wind up stifling the very innovations that 
are creating these opportunities in the first place.

There are already multiple examples where prog-
ress is being made towards the goal of universal ac-
cess to basic energy services by 2030. For just a few 
examples: 
•	 Bangladesh has integrated its governmental ef-

forts with non-governmental organizations spe-
cializing in microfinancing and rural electrifica-
tion (Sadeque et al., 2014).

•	 China is presently developing more than 500 
micro-grids as applied research and demonstra-
tion facilities, and has begun setting policies for 
micro-grids (Zeng, Zhao, et al., 2014).

•	 India, Rwanda, and Tanzania have established ba-
sic regulatory provisions for stand-alone systems 
for rural electrification, and Kenya has similar pro-
visions for locations where connection to a macro-grid 
cannot occur (Bhattacharyya 2013, p. 498).
This paper posits a possible role for other utilities, 

that already have mature macro-grid systems. Those 
utilities could provide stand-alone or dual-use sys-
tems for customers that prefer extra flexibility and 
portability of use for a variety of electric appliances. 
This approach provides an opportunity for utilities to 

step, from pico- to nano- to mini- to micro-grid sizes, 
can be accomplished without forced obsolescence and 
without any pieces of equipment that are used at an 
earlier step of the ladder being incompatible with 
higher steps. For example, Banerjee, Barnes, et al. rec-
ommend, “[w]here the main expected household uses 
of electricity are lighting and small appliances…there 
is no reason to apply design standards used for more 
heavily loaded urban systems” (2015, p. 63).

Consumer Education
Consumer education will be an important compo-
nent of successful energy ladder efforts, especially 
for those consumers with little or no previous experi-
ence using electrical devices. Basic education may be 
needed to prevent accidents and avoid equipment 
damage. Consumers must be partners in this effort 
identifying needs and planning.

The regulator’s role could be in approving a con-
sumer education plan based on input from interested 
parties that include utilities, consumer group repre-
sentatives, manufacturers, and retailers. The regula-
tor could approve basic information for a consumer 
education program, such as load shifting in systems 
with variable generation.

Operations & Maintenance
The regulator approves details, including cost recov-
ery, for a utility or other licensed service provider’s 
O&M program for specific products and services. For 
O&M performed by competitive product and service 
suppliers, the regulator could approve basic mini-
mum requirements, as a requisite for licensing.

Monitoring and Evaluating Performance
The regulator sets clear guidelines for expected per-
formance by each regulated entity, and sets require-
ments for program reporting. Regulators can consid-
er performance-based metrics – penalties and re-
wards – associated with variations in performance by 
utilities and other licensees.

Roles for Government Outside of Utility 
Regulation
The regulator also works closely with other govern-
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ulated utility service territory, where energy ladder 
services can be modeled; and,

3.	Identify one or more opportunities and begin ex-
perimental or pilot projects to start developing en-
ergy ladders in their jurisdictions.
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ICER Reports
Reports

ICER’s Virtual Working Groups prepare reports on various topics, including Reliability and Security of Supply, 
Smart Meters, Consumers, Market Integration, and Managing Investment Uncertainty. Find published reports 
on ICER website’s publication page.

Distinguished Scholar Award

ICER established its Distinguished Scholar Award in 2010 with a view to contributing to an increased reflection 
on energy regulation policy issues. This Award acknowledges important contributions made to enhance 
electricity and gas regulation around the world. Two recipients are selected each cycle. The Award is now given 
every three years in conjunction with the World Forum on Energy Regulation (WFER).

Find more information and past winners on ICER’s website.

ICER Chronicle

All past editions of the ICER Chronicle are available online. Learn more about ICER by viewing its Brochures and 
Press Releases.

ICER Members
AEMC: Australian Energy Market Commission

AFUR: African Forum for Utility Regulators

ARIAE: Asociación Iberoamericana de Entidades Reguladoras de la Energía

CAMPUT: Canada’s Energy and Utility Regulators

CEER: Council of European Energy Regulators

EAPIRF: East Asia & Pacific Infrastructure Regulatory Forum

ERRA: Energy Regulators Regional Association

MedReg: Mediterranean Energy Regulators

NARUC: National Association of Regulatory Utility Commissioners

OOCUR: Organisation of Caribbean Utility Regulators

RERA: Regional Electricity Regulators Association of Southern Africa

SAFIR: South Asia Forum For Infrastructure Regulation

Swiss Federal Electricity Commission ElCom
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